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Safety Warnings

Your BiGuard 2/10 is built for reliability and long service life. For your

safety, be sure to read and follow the following safety warnings.

Read this installation guide thoroughly before attempting to set up your BiGuard
2/10.

Your BiGuard 2/10 is a complex electronic device. DO NOT open or attempt to
repair it yourself. Opening or removing the covers can expose you to high
voltage and other risks. In the case of malfunction, turn off the power
immediately and have it repaired at a qualified service center. Contact your
vendor for details.

Connect the power cord to the correct supply voltage.

Carefully place connecting cables to avoid people from stepping or tripping on
them. DO NOT allow anything to rest on the power cord and DO NOT place the
power cord in an area where it can be stepped on.

DO NOT use BiGuard 2/10 in environments with high humidity or high
temperatures.

DO NOT use the same power source for BiGuard 2/10 as other equipment.

DO NOT use your BiGuard 2/10 and any accessories outdoors.

If you mount your BiGuard 2/10, make sure that no electrical, water or gas pipes
will be damaged during installation.

DO NOT install or use your BiGuard 2/10 during a thunderstorm.

DO NOT expose your BiGuard 2/10 to dampness, dust, or corrosive liquids.
DO NOT use your BiGuard 2/10 near water.

Be sure to connect the cables to the correct ports.

DO NOT obstruct the ventilation slots on your BiGuard 2/10 or expose it to direct
sunlight or other heat sources. Excessive temperatures may damage your
device.

DO NOT store anything on top of your BiGuard 2/10.

Only connect suitable accessories to your BiGuard 2/10.

Keep packaging out of the reach of children.

If disposing of the device, please follow your local regulations for the safe

disposal of electronic products to protect the environment.
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Chapter 1: Introduction
1.1 Overview

Congratulations on purchasing BiGuard 2/10 Router from Billion. Combining a
router with an Ethernet network switch, BiGuard 2/10 is a state-of-the-art device
that provides everything you need to get your network connected to the Internet
over your Cable or DSL connection quickly and easily. The Quick Start Wizard and
DHCP Server will get first-time users up and running with minimal fuss and
configuration, while sophisticated Quality of Service (QoS) and traffic management
features grant advanced users total control over their network and Internet

connection.

This manual illustrates the many features and functions of BiGuard 2/10, and even
takes you through the various ways you can apply this versatile device to your home

or office. Take the time now to familiarize yourself with BiGuard 2/10.

1.2 Product Highlights
1.2.1 Virtual Private Network Support

BiGuard 2/10 supports comprehensive IPSec VPN protocols for businesses to
establish private encrypted tunnels over the Internet to ensure data transmission
security among multiple sites, such as a branch office or dial-up connection. Up to
2/10 simultaneous IPSec VPN connections are possible on BiGuard 2/10, with

performance of up to 4/20 Mbps.
1.2.2 Advanced Firewall Security

Aside from intelligent broadband sharing, BiGuard 2/10 offers integrated firewall
protection with advanced features to secure your network from outside attacks.
Stateful Packet Inspection (SPI) determines if a data packet is permitted to enter
the private LAN. Denial of Service (DoS) prevents hackers from interrupting
network services via malicious attacks. In addition, BiGuard 2/10 firewall can be
configured to alert you via email should your network come under fire, offering both

tight network security and peace of mind.
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1.2.3 Intelligent Bandwidth Management

BiGuard 2/10 utilizes Quality of Service (QoS) to give you full control over the
priority of both incoming and outgoing data, ensuring that critical data such as
customer information moves through your network, even while under a heavy load.
Transmission speeds can be throttled to make sure users are not saturating
bandwidth required for mission-critical data transfers. Priority types of upload data
can also be changed, allowing BiGuard 2/10 to automatically sort out actual speeds

for unmatched convenience.

1.3 Package Contents

1.3.1 BiGuard 10

BiGuard 10 iBusiness Security Gateway Small-Office
Bracket x 2 (for rack-mounting)

Screw x 4 (for rack-mounting)

Getting Started CD-ROM

Quick Start Guide

AC-DC Power Adapter (12VDC, 1A)

1.3.1.1 Front Panel

BiLLION

LED Function
Power A solid light indicates a steady connection to a power source.
Status A blinking light indicates the device is writing to flash memory.
WAN Lit when connected to an Ethernet device.

10/100M : Lit green when connected at 100Mbps.

Not lit when connected at 10Mbps.

11



Link/ACT:

Lit when device is connected.

Blinking when data is transmitting/receiving.

1-8 10/100M :

Link/ACT:

LAN Lit when connected to an Ethernet device.

Lit green when connected at 100Mbps.
Not lit when connected at 10Mbps.
Lit when device is connected.

Blinking when data is transmitting/receiving.

1.3.1.2 Rear Panel

et ] I nCizy

v
|

RESET L

LI 1111 L1]1J NE

7

a-E0

T 6 - 4 ) 2 1

(RJ-45 connector)

Port Meaning

After the device is powered on, press it to reset the device or restore to factory
default settings.

1 RESET 0-3 seconds: The Status LED will light
6 seconds above: restore to factory default settings (this is used when you
cannot login to the router.  E.g. forgot the password)

LAN _
. T Connect a UTP Ethernet cable (Cat-5 or Cat-5e) to one of the eight LAN ports

when connecting to a PC or an office/home network of 10Mbps or 100Mbps.

3 WAN WAN 10/100M Ethernet port (with auto crossover support); connect
XDSL/Cable modem here.
4 DCl2v Connect DC power adapter here.(DC12V Power)
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1.3.1.3 Rack Mounting

To rack mount BiGuard 10, carefully secure the device to your rack on both sides
using the included brackets and screws. See the diagram below for a more detailed

explanation.

1.3.1.4 Cabling

Most Ethernet networks currently use unshielded twisted pair (UTP) cabling. The
UTP cable contains eight conductors, arranged in four twisted pairs, and terminated

with an RJ45 type connector.

One of the most common causes of networking problems is bad cabling. Make sure
that all connected devices are turned on. On the front panel of BiGuard 10, verify
that the LAN link and WAN line LEDs are lit. If they are not, check to see that you are

using the proper cabling.

1.3.2 BiGuard 2

BiGuard 2 iBusiness Security Gateway Home-Office
Getting Started CD-ROM

Quick Start Guide

Ethernet (CAT-5 LAN) Cable

AC-DC Power Adapter (12VDC, 1A)

13



1.3.2.1 Front Panel

M i

o —

POWER A solid light indicates a steady connection to a power source.

STATUS A blinking light indicates the device is writing to flash memory.

WAN Lit when connected to an Ethernet device.

10/100M : Lit green when connected at 100Mbps.
Not lit when connected at 10Mbps.

Link/ACT:  Lit when device is connected.

Blinking when data is transmitting/receiving.

LAN Lit when connected to an Ethernet device.

1-8 10/100M : Lit green when connected at 100Mbps.
Not lit when connected at 10Mbps.

Link/ACT:  Lit when device is connected.

Blinking when data is transmitting/receiving.

1.3.2.2 Rear Panel

(I

1 Fi 3 4 5 -] T B WiAN

DCHIVITA

¢
EHIE
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After the device is powered on, press it to reset the device or restore to
factory default settings.

1 RESET 0-3 seconds: The Status LED will light
6 seconds above: restore to factory default settings (this is used when
you cannot login to the router.  E.g. forgot the password)

LAN Connect a UTP Ethernet cable (Cat-5 or Cat-5e) to one of the eight LAN
2 1X —8X ports when connecting to a PC or an office/home network of 10Mbps or
(RJ-45 connector) 100Mbyps.
. WAN WAN 10/100M Ethernet port (with auto crossover support);, connect

xDSL/Cable modem here.

4 DC12v Connect DC power adapter here.(DC12V Power)

1.3.2.3 Cabling

Most Ethernet networks currently use unshielded twisted pair (UTP) cabling. The
UTP cable contains eight conductors, arranged in four twisted pairs, and terminated

with an RJ45 type connector.

One of the most common causes of networking problems is bad cabling. Make sure
that all connected devices are turned on. On the front panel of BiGuard 2, verify that
the LAN link and WAN line LEDs are lit. If they are not, check to see that you are

using the proper cabling.
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Chapter 2: Router Applications
2.1 Overview

Your BiGuard 2/10 Router is a versatile device that can be configured to not only
protect your network from malicious attackers, but also ensure optimal usage of
available bandwidth with Quality of Service (QoS). Alternatively, BiGuard 2/10 can

also be set to handle secure connections with Virtual Private Networking (VPN).
The following chapter describes how BiGuard 2/10 can work for you.
2.2 Bandwidth Management with QoS

Quality of Service (QoS) gives you full control over which types of outgoing data
traffic should be given priority by the router. By doing so, the router can ensure that
latency-sensitive applications like voice, bandwidth-consuming data like gaming
packets, or even mission critical files efficiently move through the router even under
a heavy load. You can throttle the speed at which different types of outgoing data
pass through the router. In addition, you can simply change the priority of different

types of upload data and let the router sort out the actual speeds.
2.2.1 QoS Technology

QoS generally involves the prioritization of network traffic. QoS is comprised of
three major components: Classifier, Meter, and Scheduler. Each of these
components has a distinct role in ensuring that incoming and outgoing data is

managed according to user specifications.

The Classifier analyses incoming packets and marks each one according to
configured parameters. The Meter communicates the drop priority to the Scheduler
and measures the temporal priorities of the output stream against configured
parameters. Finally, the Scheduler schedules each packet for transmission based on

information from both the Classifier and the Meter.

16



Scheduler <= Meter

%
Classifier
f S ‘ DC12UiA
et JL_ L JC JL JC_JC JC JiE
RESET 1 2 3 4| E B T L] el T
YI VI VI Y] VYV VYl VYl Vv Y
—> Inbound =2 QOutbound

2.2.2 QoS Policies for Different Applications

By setting different QoS policies according to the applications you are running, you

can use BiGuard 2/10 to optimize the bandwidth that is being used on your network.

Restricted PC
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As illustrated in the diagram above, applications such as Voiceover IP (VoIP) require
low network latencies to function properly. If bandwidth is being used by other
applications such as an FTP server, users using VolP will experience network lag
and/or service interruptions during use. To avoid this scenario, this network has
assigned VolP with a guaranteed bandwidth and higher priority to ensure smooth
communications. The FTP server, on the other hand, has been given a maximum
bandwidth cap to make sure that regular service to both VolP and normal Internet

applications is uninterrupted.
2.2.3 Guaranteed / Maximum Bandwidth

Setting a Guaranteed Bandwidth ensures that a particular service receives a
minimum percentage of bandwidth. For example, you can configure BiGuard 2/10 to
reserve 10% of the available bandwidth for a particular computer on the network to

transfer files.

Alternatively you can set a Maximum Bandwidth to restrict a particular application
to a fixed percentage of the total throughput. Setting a Maximum Bandwidth of 20%
for a file sharing program will ensure that no more than 20% of the available

bandwidth will be used for file sharing.

Quality of Service

Add QoS Rule
Interface WAN Outbound
Application [FTP
Packet Type
Guaranteed o
haximum o
Priarity west)
DSCP Marking | Disabled =l
Address Type “ P Address  MAC Address
Source [P Address Range From |192.1EE!.1DD.1 To |192.1BB.1DD.1DD
Destination IP Address Range Frarn |0.0.0.0 To |256.255.2565.255

Source Port Hange Fram |1 To |55535
Destination Part Range Fram IED To |21

Apply |

18



2.2.4 Policy Based Traffic Shaping

Policy Based Traffic Shaping allows you to apply specific traffic policies across a
range of IP addresses or ports. This is particularly useful for assigning different
policies for different PCs on the network. Policy based traffic shaping lets you better
manage your bandwidth, providing reliable Internet and network service to your

organization.

Quality of Service

Add QoS Rule
Interface WWAN Cuthound
Application [FTP

Packet Type ITCF' 'I
Guaranteed |1EI o
haximum |2E| o

Priority B (Lowest) =
DSCP Marking | Disabled =l
Address Type & |P dddfess © MAC Address

ror |192.168.100.1 To [192.168.100.100
Frarn |0.0.0.0 To [255.256.255.256

Frarn |1 Ta |55535
ramm |2U To |21

Source P Address Range

Destination IP Address Range
Source Port Range

Destination Port Range
Anply |

2.2.5 Priority Bandwidth Utilization

Assigning priority to a certain service allows BiGuard 2/10 to give either a higher or
lower priority to traffic from this particular service. Assigning a higher priority to an
application ensures that it is processed ahead of applications with a lower priority

and vice versa.
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Quality of Service

Add Qo5 Rule
Interface WAN Cuthound
Application FTP
Packet Type m
Guaranteed |17 o
Mlaximum
Priority

DSCP Marking
Address Type

' MAC Address

Ta {192 168 100.100
To |255.255 255,255

To [B5535
To |21

source IP Address Range

Destination 1P Address Range
=ource Port Range

L) A
Frarn |20

Destination Port Range
Apply
2.2.6 Management by IP or MAC address
BiGuard 2/10 can also be configured to apply traffic policies based on a particular IP

or MAC address. This allows you to quickly assign different traffic policies to a

specific computer on the network.

Quality of Service
Add QoS Rule

Interface WEAN Clutbound
Application |

Facket Type m
Guaranteed ’17 o
hlaxirmumm W o

Priority 0 (Highest) =

DSCP Marking | Disabled -]

Address Type
Source MAC Address

Source Part Range

Destination Port Range Fraom Tao
Apply
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2.2.7 DiffServ (DSCP Marking)

DiffServ (a.k.a. DSCP Marking) allows you to classify traffic based on IP DSCP values.
These markings can be used to identify traffic within the network. Other interfaces
can match traffic based on the DSCP markings. DSCP markings are used to decide
how packets should be treated, and is a useful tool to give precedence to varying

types of data.

Quality of Service
Add QoS Rule
Interface WAN Outhound

Application I

Packet Type IAny :I"
Guaranteed |1 o

Maximurm 100 o

Priarity |3 %rmal) v|\

DECP Marking

C\eddress

Address Type
Source MAC Address

Elest Effort
Pramium
Gold service(l)

(
Gold service(M)
(H)

Source Port Range

o
—

Destination Port Range Gold service(H Ta
Siker service(l)
Anl | Silver service(M)
ARty Siker service(H)

Bronze sermice(l)
Bronze service(M) w

2.3 Virtual Private Networking

A Virtual Private Network (VPN) enables you to send data between two computers
across a shared or public network in a manner that emulates the properties of a
point-to-point private link. As such, it is perfect for connecting branch offices to
headquarter across the Internet in a secure fashion.

The following section discusses Virtual Private Networking with BiGuard 2/10.
2.3.1 General VPN Setup

There are typically three different VPN scenarios. The first is a Gateway to

Gateway setup, where two remote gateways communicate over the Internet via a

21



secure tunnel.

100.100.100.1 200200, 200.1
192 168.2x 192 168.3%
I Secure Tunmnel I

The next type of VPN setup is the Gateway to Multiple Gateway setup, where one
gateway (Headquarter) is communicating with multiple gateways (Branch Offices)

over the Internet. As with all VPNs, data is kept secure with secure tunnels.

2002002001

— A
l Secure Tunne| I 1892168 3.x
1001001001
.
192168 2x
I Seoure Tunnel '
201.201.201 1
' — el
192 168 4 «

The final type of VPN setup is the Client to Gateway. A good example of where this
can be applied is when a remote sales person accesses the corporate network over

a secure VPN tunnel.

1001004001
w0 chendns. o
S — —
192168 2%
I seoverume ] BiGuard Client

VPN provides a flexible, cost-efficient, and reliable way for companies of all sizes to
stay connected. One of the most important steps in setting up a VPN is proper
planning. The following sections demonstrate the various ways of using BiGuard
2/10 to setup your VPN.

2.3.2 Concentrator

The VPN Concentrator provides an easy way for branch offices to connect to
headquarter through a VPN tunnel. All branch office traffic will be redirected to the
VPN tunnel to headquarter with the exception of LAN-side traffic. This way, all
branch offices can connect to each other through headquarter via the headquarter’

firewall management. You can also configure BiGuard 2/10 to function as a VPN

22



Concentrator:

Please refer to appendix H for example settings.

Local ID Type: Subnet
Local subnet: 192.168.3.0
Local mask: 255.255.255.0

Local ID Type: Subnet Remote ID Type: Subnet
Local subnet: 0.0.0.0 Remote subnet: 0.0.0.0

Local mask: 0.0.0.0 Remote mask: 0.0.0.0

Remote ID Type: Subnet
Remote subnet: 192.168.3.0

Remote mask: 255.255.255.0 200.200.200.1 R B
I
192.168.2.x BiGuard 2
100.100.100.1
|
) O BiGuard 2
BiGuard 2 —
Local ID Type: Subnet
Local subnet: 0.0.0.0 201.201.201.1 192.168.4.x
Local mask: 0.0.0.0 Local ID Type: Subnet
Remote ID Type: Subnet Local subnet: 192.168.4.0
Remote subnet: 192.168.4.0 Local mask: 255.255.255.0
Remote mask: 255.255.255.0 Remote ID Type: Subnet

Remote subnet: 0.0.0.0
Remote mask: 0.0.0.0
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Chapter 3: Getting Started

3.1 Overview

BiGuard 2/10 is designed to be a powerful and flexible network device that is also
easy to use. With an intuitive web-based configuration, BiGuard 2/10 allows you to
administer your network via virtually any Java-enabled web browser and is fully
compatible with Linux, Mac OS, and Windows 98/Me/NT/2000/XP operating

systems.

The following chapter takes you through the very first steps to configuring your
network for BiGuard 2/10. Take a look and see how easy it is to get your network up

and running.
3.2 Before You Begin

BiGuard 2/10 is a flexible and powerful networking device. To simplify the
configuration process and increase the efficiency of your network, consider the

following items before setting up your network for the first time:

1. Plan your network
You may need a fully qualified domain name either for convenience or if you have a

dynamic IP address. See Chapter 2: Router Applications for more information.

2. Set up your accounts
Have access to the Internet and locate the Internet Service Provider (ISP)

configuration information.

3. Determine your network management approach

BiGuard 2/10 is capable of remote management. However, this feature is not active
by default. If you reset the device, remote administration must be enabled again. If
you decide to manage your network remotely, be sure to change the default

password to something more secure.

4. Prepare to physically connect BiGuard 2/10 to Cable or DSL modems and a

computer.
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Be sure to also review the Safety Warnings located in the preface of this manual

before working with your BiGuard 2/10.

3.3 Connecting Your Router

Connecting BiGuard 2/10 is an easy three-step process:

1. Connect BiGuard 2/10 to your LAN by connecting Ethernet cables from your

networked PCs to the LAN ports on the router. Connect BiGuard 2/10 to your

broadband Internet connection via router’s WAN port.

2. Plug BiGuard 2/10 to an AC outlet with the included AC Power Adapter.

e —
LA

n

B BRI B R R G

3. Ensure that the Power and WAN LEDs are solidly lit, and that on any LAN port that
has an Ethernet cable plugged in the LED is also solidly lit. The Status LED will
remain solid as the device boots. Once the boot sequence is complete, the LED will

shut off, indicating that BiGuard 2/10 is ready.

BILLION ) il . BiGuard 10

BiGuard

If the router does not power on, please refer to Chapter 5: Troubleshooting for

possible solutions.
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3.4 Configuring PCs for TCP/I1P Networking

Now that your BiGuard 2/10 is connected properly to your network, it’s time to

configure your networked PCs for TCP/IP networking.

In order for your networked PCs to communicate with your router, they must have

the following characteristics:

1. Have a properly installed and functioning Ethernet Network Interface Card (NIC).
2. Be connected to BiGuard 2/10, either directly or through an external repeater hub
via an Ethernet cable.

3. Have TCP/IP installed and configured with an IP address.

The IP address for each PC may be a fixed IP address or one that is obtained from a
DHCP server. If using a fixed IP address, it is important to remember that it must be
in the same subnet as the router. The default IP address of BiGuard 2/10 is
192.168.1.254 with a subnet mask of 255.255.255.0. Using the default
configuration, networked PCs must reside in the same subnet, and have an IP
address in the range of 192.168.1.1 to 192.168.1.253. However, you'll find that the
quickest and easiest way to configure the IP addresses for your PCs is to obtain the

IP addresses automatically by using the router as a DHCP server.
If you are unable to access the web configuration interface, check to see if you have
any software-based firewalls installed on your PCs, as they can cause problems

accessing the 192.168.1.254 IP address of BiGuard 2/10.

The following sections outline how to set up your PCs for TCP/IP networking. Refer

to the applicable section for your PC’s operating system.

3.4.1 Overview

Before you begin, make sure that the TCP/IP protocol and a functioning Ethernet

network adapter is installed on each of your PCs.

The following operating systems already include the necessary software

components you need to install TCP/IP on your PCs:

- Windows 95/98/Me/NT/2000/XP
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- Mac OS 7 and later

- All versions of UNIX/Linux

If you are using Windows 3.1, you must purchase a third-party TCP/IP application
package.

Any TCP/IP capable workstation can be used to communicate with or through the
BiGuard 2/10. To configure other types of workstations, please consult the
manufacturer’s documentation.

3.4.2 Windows XP

3.4.2.1 Configuring

1. Select Start > Settings > Network Connections.

2. In the Network Connections window, right-click Local Area Connection and

select Properties.
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3. Select Internet Protocol (TCP/IP) and click Properties.

-& Local Area Connection Properties

General |.&uthenticati0n || .ﬁ.dvanced|

Cottect using:

‘ BE NVIDIA nFomce Metworking Controller |

Thiz connection uzes the following items:
g Client for Microsoft Metworks

.Q File and Printer Sharing for Microsoft Wetworks
QQDS Packet 5cheduler

Internet Pratacal TCP:
Install... Unirztall
Dezcription

Transmiszion Control Protocol/internet Protacol. The default
wide area network, protacol that provides communication
across diverse interconnected netwark s,

Show icon in notification area when connected

’ ok ][ Cancel ]

4a. To have your PC obtain an IP address automatically, select the Obtain an IP
address automatically and Obtain DNS server address automatically radio

buttons.
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Internet Protocol (TCP/IP) Properties

General | Altemate Configuration

You can get IP settings assigned automatically if your network. supports
thiz capability. Othemwize, you need to ask your network. administrator for
the appropriate |P* zettings.

(%) Obtain an IP address automatically
(0 Use the following IP address:

(®i0btain DNS server address autol ¢
(0 Use the following DS server addresses:

[ Ok H Cancel ]

4b. To manually assign your PC a fixed IP address, select the Use the following IP
address radio button and enter your desired IP address, subnet mask, and default
gateway in the blanks provided. Remember that your PC must reside in the same
subnet mask as the router. To designate a DNS server, select the Use the following
DNS server and fill in the preferred DNS address.

Internet Protocol (TCP/IP) Properties.

General

‘You can get [P settings assigned automatically if your network supports
thiz capability. Othenwize, pou need to ask pour network. administiator for
the appropriate IF settings.

() Obtain an IP address automatically
(%) Usze the following IP address:

P address: 192 168 . 1 100
Subnet mask: 65755 255 0 |
Default gatzway (192188 1 254

(8) Use the following DNS server addresses:

Preferred DNS server: 192 0168 . 1 . 254

Alternate DNS server:

5. Click OK to finish the configuration.
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3.4.2.2 Verifying Settings

To verify your settings using a command prompt:

1. Click Start > Programs > Accessories > Command Prompt.

2. In the Command Prompt window, type ipconfig and then press ENTER.

Command Prompt !E H

Microsoft Windows BP [Uersion 5.1.268081
(C> Copyright 1?85-28@1 Microsoft Corp.

C:“Documentz and Settings“Benno HongXipconfig_

If you are using BiGuard 2/10’s default settings, your PC should have:

- An IP address between 192.168.1.1 and 192.168.1.253
- A subnet mask of 255.255.255.0

Command Prompt

Microsoft Windows XP [Uersion 5.1.268081
(C> Copyright 1985-28@1 Microsoft Corp.

C:“Documentz and Settings“Benno HongXipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix

IP Address. . . . . . . . 192.168.1.188
Subnet Mask . . . . . . . 255.255.255.8
Default Gateway . - . . 192 .168.1.254

C:“Documentz and Settings“Benno HongX
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To verify your settings using the Windows XP GUI:

1. Click Start > Settings > Network Connections.

+ (Commend Prompk

2. Right click one of the network connections listed and select Status from the

pop-up menu.

Fie B Vew Favoim  fodh  ddeced el
L ) | o St Poiders  [T1]]
1 WS by Connesmone

etwoak ks

O oo Fees
o bt Pt
L s ey
FRCLE S
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3. Click the Support tab.

- Local Area Connection Status

General | Support
Connection
Status: Connected
Druration: 2 daps 01:15:02
Speed 100.0 Mbps
Activity _
Sent ﬂ Received
FPackets: 1,528 ME
[ Properties | [ Disable ]

If you are using BiGuard 2/10’s default settings, your PC should:

- Have an IP address between 192.168.1.1 and 192.168.1.253
- Have a subnet mask of 255.255.255.0

- Local Area Connection Status

General | Support |

A3

Internet Protocal [TCPAF]
Address Tepe:

|P Address:

Subret Mazk:

Diefault Gateway:

Azzgned by DHCP
192.168.1.100
255, 255, 255.0
1921681254

Details...

Cloze
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3.4.3 Windows 2000
3.4.3.1 Configuring

1. Select Start > Settings > Control Panel.

@ Windows Update
Programs 4

Documents L4

=5 Sp—— trol Panel

b

. Metwork and Dial-up Connections
Printers
iﬂ Taskbar & Start Menu., ..

Search

Help

Run...

Shut Do, .

g @ &

-1 Windows 2000 Advanced Server

2. In the Control Panel window, double-click Network and Dial-up Connections.

E3 Control Panel

File Edit ‘ew Favorites Tools Help
dmBack » = ¥ | {Qhsearch [Folders ¢4 | FEQLF i e | Ed~
address I@ Control Panel j @0

- oo
"1 e :
i
L Accessibility  AddfRemowe  Add/Remowe  Administrative  Automatic
Control Panel Options Hardware Programs Tools Updates

3 |
Network and Dial-up Connections pgqj Eﬁf A‘% %

Connects to other computers,
nekwarks, and the Inkernet

Windows Lpdate ’
Windows 2000 Support 9 % %)

Date/Time Display Folder Options Fants Gaming
Options

Internet Kevboard Licensing Mouse

Opkions

< %Y
MYIDIA nview  Phone and  Power Options Printers Regional
Deskbop M...  Modem ... Options

2 @ O & ¢

Scanmers and  Scheduled SoundMay  Sounds and Symantec
Cameras Tasks Multimedia Livelpdate

NIE |

Connects to other computers, networks, and the Internet
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3. In Network and Dial-up Connections, double-click Local Area Connection.

[E1 Network and Dial-up Connections
File Edit “ew Favorites Tools Advanced Help |
& Back - = - | @Search [ Folders @ | B O X & | -
Address I Metwork and Dial-up Connections j @GU
— |}
B ™
1| f
=
e Make Mew
Network and Dial-up  <onnection
Connections
Local Area Connection
Type: LAM Connection
Status: Enabled
3Com EtherLink ¥L 10/100 PCI For
Complete PC Management MIC
(3C905C-TX)
3Com EtherLink XL 104100 PCI For Complete PC Management MIC (3C305C-TH) | Y

4. In the Local Area Connection window, click Properties.

Local Area Connection Status 7
General
— Connection
Status: Cornected
Duration; 4 days 21:19:24
Speed: 100.0 Mbpsz
— Achiviby =
Sent —— 'I ——  FReceived
L4
Packets: 932 400 | 1,553,647
| Disable |

Cloze |

34



5. Select Internet Protocol (TCP/I1P) and click Properties.

Local Area Connection Properties 2=

General | Sharing |

Connect uzing:

I B3 3Com EtherLink #L 10100 PCIl For Complete PC Manage

Components checked are used by this connection:

' File and Frinter Sharing for Microzoft Hetworks ;I
W Metwark Manitar Diriver

Fliternet Pro

1| | B

Inztall... Urinztall | Fropertiez |

— Deszcnption

Tranzmizzion Control Protocol/|nternet Protocal. The default
wide area netwark protocal that provides communication
across diverse interconnected network .

¥ Show icon in taskbar when connected

OF Cancel

6a. To have your PC obtain an IP address automatically, select the Obtain an IP
address automatically and Obtain DNS server address automatically radio

buttons.

Internet Protocol {TCP/IP) Properties gd

General

“fou can get [P settings assigned automatically if your network. supports
this capability. Otherwize, you need to ask your network administrator for
the appropriate [P zettings

' [btain an IP address automatically

" Use the following IP address

P addiess:
Subnet mask: . .
Default gateway: . .

@ Dbtain DNS server address automatically

—" Use the following DNS server addresses:

Ereferred DS server: . .
Ailternate NS semver . .

Advanced... |
Cancel
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6b. To manually assign your PC a fixed IP address, select the Use the following IP
address radio button and enter your desired IP address, subnet mask, and default
gateway in the blanks provided. Remember that your PC must reside in the same

subnet mask as the router. To designate a DNS server, select the Use the following

DNS server and fill in the preferred DNS address.

Internet Protocol {TCP/IP) Properties 21xl

General |

You can get IP settings assigned automatically if pour network supports
thiz capability. Othenwize, vou need to ask your network, administrator for
the appropriate [P settings.

" Obtain an |P address automatically

1P address: 192 0168 . 1 100
Subnet maszk: I e T T T ]
Default gateway: 192 0168 . 1 . 254

) Obtain DHS semwer address automatically
—* Use the following DNS server addiesses:

Frefenred DMS zerver: 192 168 . 1 . 254

Alternate DMS server: I . . .

Advanced... |
ok I Cancel |

7. Click OK to finish the configuration.

3.4.3.2 Verifying Settings

1. Click Start > Programs > Accessories > Command Prompt.

Accessibiliby
Communications
Entertainment
Games

Microsoft Scripk Debugger

rFYTvyvvwvvw

Swstem Tools
address Boolk
Calculakor

mand Prompk

Imaging

MNotepad
Paint

Synchronize

Windows Explorer
wiordPad

fi@ Windows Update

1

MY EEU

(5 Administrative Tools
Diocumments P 48 Internet Explorer

L'f;.l Ouklook Express
Settings 3

(23 RaidernFTPD >
Search > =

Help

Run...

Shut Dowwn. ..

Y| Windows 2000 Advanced Server
&

36



2. In the Command Prompt window, type ipconfig and then press ENTER.

[#]command Prompt

Microzoft Windows 2008 [Uersion 5.6@.21951]
(G Copyright 1985-20@0 Microsoft Corp.

C:“\Documents and Settings™Administrator>ipconfig_

If you are using BiGuard 2/10’s default settings, your PC should have:

- An IP address between 192.168.1.1 and 192.168.1.253
- A subnet mask of 255.255.255.0

[ ]command Prompt

Microsoft Windows 2808 [Verzion 5.88.21951
(C> Copyright 1985-2888 Microsoft Comp.

C:“Documents and Settings™Administrator>ipconfig

Windows 2088 IP Configuration

Ethernet adapter Local Area Connection:
Connection—specific DNS Suffix
IP Address. . . . . . . . . . . . = 192.168.1.168

Subnet Maszk = 255.255.255.8
Default Gateway 1 192.168.1.254

C:“Documents and Settings™Administrator>

3.4.4 Windows 98 / Me
3.4.4.1 Installing Components
To prepare Windows 98/Me PCs for TCP/IP networking, you may need to manually

install TCP/IP on each PC. To do this, follow the steps below. Be sure to have your

Windows CD handy, as you may need to insert it during the installation process.
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1. On the Windows taskbar, select Start > Settings > Control Panel.

Windows Llpdate

| Programs

Favorites

Documents

Tinters

B
Taskbar & Start Menu...

Folder Options. .
7] Active Desktop

Windows Update..

Log Off Mull...

Windows98

Shut Dawn..

€5 |ﬁ<ﬂ%@@ 15 PM

2. Double-click the Network icon. The Network window displays a list of installed
components.

| Do ER Vew o Fgobes Hep
« . =+ . [ éu; D =5 | X

53|
| Epd Foenped Up e
| Agivess [ Corircd Panel =l
= 1j2 =
) T W B & ¥ 4 &4
Bdd Mew ﬁ.dg.ﬂ'lﬁm DoteTime: ?::"Lbfo Diiplay Fonds = Game
Control Panel i * orticlas
& =2 3 D B B e
Hetwork .
Canfigurni netrork hardwars Inlarnat Fomgluand Hadar Hauss Murvads  [EEEEE  PMIDL Ve
and software. (purn Dl Ha
. — -
Tachnical Sagnor OOBC Dats  Passwonds - Fredrrs Begoral  Sordfhed  Soush
Spumces [124)

Sy P

82 & &

Syben Ttephory Users

| Configunss restwocst. hardvasie ared soltrasies | 2l My Compuest
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MNetwork EE3

Configuration I Identification I Access Control I

T hee Following network. components are installed:

Microzoft Family Logon
ADSL Compang ADSL USE kModem
ASUSTek /Broadocom 440: 10100 [ntegrated Controller

8 Dial-Up &dapter =
Eh | | >

Add. .. I Hemowe I Froperties I
Primary Metwork Lagorn:
I Ficrosaft Family Logon vI
File and Frint Sharing... I

D escription

Ok I Cancel I

You must have the following installed:
- An Ethernet adapter
- TCP/IP protocol

- Client for Microsoft Networks

If you need to install a new Ethernet adapter, follow these steps:

a. Click Add.

MNetwork ﬂ E

Configuration I Identification I Access Control I

The fallowing hetwork. components are installed:

{ Client for Microsoft Mebwark.s H
Microsoft Family Logon

ADSL Company ADSL USE Modern

ASUST ek /Broadcom 440:= 10700 Integrated Controller

=3 Dial-Up Adapter -
a| | >

Add. .. I Hemove I Froperties I

Frirnary Metwark. Logon:
IMicrosnft Family Logon ;I

File and Frint S haring... |

Drescription

ak I Cancel I
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b. Select Adapter, then Add.

Select Network Component Type K E3

Click the twpe of netwark. component you want ta install:

Client Add...
(&~ Protacal Cancel |
Service

A network adapter is a hardware device that physically
connects your computer to a network,

c. Select the manufacturer and model of your Ethernet adapter, then click OK.

Select Metwork adapters I

Click the Metwork, adapter that matches your hardware, and then click DK If
vou hawve an inztallation dizk for this device. click Hawve Disk.

Metwork Adapters:

z2 Diniver

= E:-clstin a0l Driver

Infrared COM part D d

ACom
_'I_I

Accton
Adaptec

Hawve Dizk. .. I
Ok I Cancel I

If you need TCP/IP:

a. Click Add.
Network 7]
Configuration I |dertification | Access Control |

T he following nebwark. components are installed:

[S=1 Client for Microsaft MNetwarks il
Microzoft Family Logon

S8 2D5L Company ADSL USE Modem

B ASLISTek /Broadocom 440« 104100 Integrated Controller

B8 Dial-Up Adapter -~
1] | *

Add I Eemowe I Eroperties I

Frimary Metwork, Logon:
IMicrUSUft Family Logon LI

File and Print Sharing. .. |

Dezcription

Ok I Cancel I
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b. Select Protocol, then click Add.

Select Hetwork Component Type

Click the type of nebwork component you want to install

Add...
Cancel |

Frotocol is a language’ a computer uses. Computers
muzt uze the zame protocol to communicate.

c. Select Microsoft. 2 TCP/IP, then OK.

Click the Metwark Protocal that wou want ta install, then click OK. [f pou have
3 an installation disk for this device, click Have Disk.

Manufacturers: Metwork Protocaols:

IF /S F-compatible Protocol ;I
Microsoft 32-bit DLC
Microsoft DLC
MetBELI

Wit support for ATh

If you need Client for Microsoft Networks:
a. Click Add.

Metwork EE3

Configuratiorn I Identificationl Arocess Eontroll

The following hetwork. components are installed:

3 _ Client for Microsoft Metworks -
Micrazaft Family Logon

B2 2D 5L Compary ADSL USE Modem

R 2515 T ek Broadzom 440x 10100 Integrated Contraller

B8 Dial-Up Adapter -
< | »

Add... | Eemave | Broperties |

Frimnary Metwork Logor:
Microzoft Family Logon j

File and Frint Sharing... |

Description

()3 I Cancel
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b. Select Client, then click Add.

Select Metwork Component Type I

Click the tvpe af network, component vou want ta install:

% Protocol Cancel |

i .
Service

A client enables pour computer bo connect to ather
computers,

c. Select Microsoft. > Client for Microsoft Networks, and then click OK.

Select Hetwork Client I

= | Click the Metwaork: Client that you want to install, then click OF. If you have
— ar installation digk for thiz device. click Hawve Disk.

Manufacturers: Metwork, Clients:

£ Client for Mi oft Networks
Client for Metw are Metworks
Microzaft Family Logon

Hawve Dizk... I
Ok I Cancel I

3. Restart your PC to apply your changes.
3.4.4.2 Configuring

1. Select Start > Settings > Control Panel.

Windows Lpdate

Programs
Favorites

Documents

Printers
T

Taskbar & Start Menu
Eolder Options...

Active Desktop

‘windows Update. ..

Log OFf Mull...

Shut Dawn..

| B ER z15P
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2. In the Control Panel, double-click Network and choose the Configuration tab.

| F Bt Vew o Fyvostes

- . =

Hee
| ¥ m B | =
U [¥T] Paste {15

| Agveas [[5) Cortocd Farel

=

k1

Helwark

and software.

Hior HEnte

Tachnichl Suge-Hrt

Control Panel

Corfigures network hardwars

AddHew  AddPemcve DstesTime Dheakiop
Hgderisrs Prigrais Thesresd
.} =

= 9

Imdgimet Fapboad A ey Mg
Olpaona

i E»i» _J"Fﬂ

QDRC Dats [ Pepast Prrimii

Sources [Fad) M e

Corixpns rotwcet, hardmarn snd flwatn

Metwork

Canfiguration | Identificatinnl Access Control I

The following network. components are installed:

3
Lo |
-]
® o4 A
Drizplay Foris G
Corbioders
Hudereds EEEEE o mfiew
Drekiop Ma
Regond  SondFiles Sonk
Sellrgt Maruagt
Z) Mp Commpates

B Cliert for Microsaft Networks

Microzaft Family Logon
S8 AD5L Comparyw ADSL USE Modem

35 Dial-Up Adapter

| |

Add... | HEemove |

=9 SIS Tek /Broadzom 440x 104100 Integrated Contraller

Froperties |

s8

Prirnary Metwark Logon:

Microzoft Family Logon

File: and Frirtt Sharing... |

[

Description

o |

Cancel
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3. Select the name of your PC’s TCP/IP Network Interface Card (NIC) and click
Properties. TCP/IP > ASUSTeK is illustrated in the example below.

Metwork K E3

Canfiguration | Identification I Access Control I

The following network companents are installed:
S8 ~5S T ek /Broadcom 440x 104100 Integrated Cantroller ;I
B8 Dial-Up Adapter

& TCPAP -» ADSL Company ADSL USE Modem

A TCPAP -> ASUST ek./Broadcom 440x 107100 Integrated
4 TCPAP -» Dial-Jp Adapter

KN |

Add... Remove | Propertiez |

Primary Metwork Logor:
IMicrosoﬂ Family Logon LI

FEile and Frint Sharing... |

Description

TCRAR iz the pratocol pou use to connect ta the Intemet and
wide-area networks.

ok Cancel

4. Select the IP Address tab and click the Obtain an IP address automatically
radio button.

TCP/IP Properties 2| x|

Bindings | Advanced | Me®IDS |
DMS Configuration I Gateway I WwIMS Configuration [P Address

An IF address can be automatically assigned ta this computer.
IF your nebwork. does not automatically assign IP addresses. ask
your network administrator for an address, and then bpe it in
the space below.

% i0btain an P address automaticall

" Specify an |P address:

|E e ss; | 1 1 1 |

Subrethdask: | . . . |

0k, I Cancel
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5. Select the DNS Configuration tab and select the Disable DNS radio button.

TCFP/IP Froperties

[EEmmE)

[ EMIE)

6. Click OK to apply the configuration.

Client for Microzoft Metworks
Microsoft Family Logon
i 5051 Company ADSL USE Modem
i 5LS T ek /Broadecom 440x 10100 Integrated Controller
5 Dial-Up Adapter

Microzoft Family Logon

45 invmg
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3.4.4.3 Verifying Settings
To check the TCP/IP configuration, use the winipcfg.exe utility:

1. Select Start > Run.
T

| o Ll Y B CFppodes el -
|

I T e T W
| cor Me | TW Cay Pase  Unds | Duis Fopmies

.'dﬁgi;d Coctitl Panel

]
$® B &9

AddMew  AddFiencws  Dabd T Dheakiop

Husithwws Pz arrri T haaras Cemitiales
- . S
& = 3 O <
[rdepel Fophnzand Huglers Himis Wrllrrehs Helwazk,  MVIEHA i
Opbors Daskion My
N 1 9 5
DOBC Digs  Paasecich Pt Prirdén Fiegonad  Tound EHect Goundi
[ g Gty Morvges
a & ¢
Syilem T wpbairyy Lo
[Coniaurss ritwrt, hardwe ared poltware. [ 5] My Comreutei
FIET I | 21 oot ot | |BEER 23

2. Type winipcfg, and then click OK.

Run ﬂm

Tupe the name of a program, folder, document, or Internet
rezounze, and Windows will oper it for vou,

Oper: Iwinipu:fd j

0k, I LCancel | Browse. . |
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3. From the drop-down box, select your Ethernet adapter.

m IP Configuration M= 3

— Ethemet Adapter |nformation

Adapter Address
IP Address |

Subnet Maszk |

Default Gateway |

|PPR Adapter.

FEE Adapter. :

(45 1S Tek./Broadcom 440% 104100 | ]
0000

0.0.0.0

o]

HEEAsE I EEemens |

Feleaze All |

R Al I More Info > |

The window is updated to show your

settings, your PC should have:

settings. Using the default BiGuard 2/10

- An IP address between 192.168.1.1 and 192.168.1.253

- A subnet mask of 255.255.255.0

- A default gateway of 192.168.1.254

m IP Configuration =] B3

—Ethemet Adapter Information

Adapter Address |
IP Address |

Subnet Mazk |

Default G ateway |

adcom 440x 10/ Jis

00-E0-18-FD-50-52

152.168.1.100

205.255.255.0
152.168.1.254

QK. I Release | Renew |
Fieleaze Al | Fienew Al | Mare Infa >>|

3.5 Factory Default Settings

Before configuring your BiGuard 2/10, you need to know the following default

settings:
Web Interface:
Username: admin

Password: admin

LAN Device IP Settings:

47



IP Address: 192.168.1.254
Subnet Mask: 255.255.255.0

ISP setting in WAN site:
Obtain an IP Address automatically (DHCP Client)

DHCP server:

DHCP server is enabled.

Start IP Address: 192.168.1.100
End IP Address: 192.168.1.199

3.5.1 Username and Password

The default user name and password are "admin" and "admin" respectively.

If you ever forget your user name and/or password, you can restore your BiGuard
2/10 to its factory settings by holding the Reset button on the back of your router
until the Status LED begins to blink. Please note that doing this will also erase any
previous router settings that you have made. The Status LED will remain solid as the
device boots. Once the boot sequence is complete, the LED will shut off, indicating
that BiGuard 2/10 is ready.

3.5.2 LAN and WAN Port Addresses

The default values for LAN and WAN ports are shown below:

LAN Port WAN Port
IP address 192.168.1.254
Subnet Mask 255.255.255.0

The DHCP Client is enabled to
Enabled automatically get the WAN port
configuration from the ISP,

DHCP server
function

IP addresses for | 100 IP addresses continuing
distribution to from 192.168.1.100 through
PCs 192.168.1.199
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3.6 Information From Your ISP
3.6.1 Protocols
Before configuring this device, you have to check with your ISP (Internet Service

Provider) to find out what kind of service is provided such as DHCP, Static IP, PPPoOE,

or PPTP. The following table outlines each of these protocols:

Configure this WAN interface to use DHCP client protocol to get an IP
DHCP address from your ISP automatically. Your ISP provides an IP address to
the router dynamically when logging in.

Configure this WAN interface with a specific IP address. This IP address

Static IP
should be provided by your ISP.
PPPoE (PPP over Ethernet) is known as a dial-up DSL or cable service. It
PPPOE is designed to integrate the broadband services into the current widely
deployed, easy-to-use, and low-cost dial-up-access networking
infrastructure.
PPTP If your ISP provides a PPTP connection, you can use the PPTP protocol

to establish a connection to your ISP.

Big Pond The Big Pond login for Telstra cable in Australia.

If your account uses PPP over Ethernet (PPPOE), you will need to enter your login
name and password when configuring your BiGuard 2/10. After the network and
firewall are configured, BiGuard 2/10 will login automatically, and you will no longer

need to run the login program from your PC.

3.6.2 Configuration Information

If your ISP does not dynamically assign configuration information but instead uses

fixed configurations, you will need the following basic information from your ISP:
- An IP address and subnet mask

- A gateway IP address

- One or more domain name server (DNS) IP addresses
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Depending on your ISP, a host name and domain suffix may also be provided. If any
of these items are dynamically supplied by the ISP, your BiGuard 2/10 will

automatically acquire them.

If an ISP technician configured your computer or if you configured it using
instructions provided by your ISP, you need to copy the configuration information
from your PC’s Network TCP/IP Properties window before reconfiguring your
computer for use with BiGuard 2/10. The following sections describe how you can

obtain this information.
This section uses illustrations from Windows XP. However, other versions of
Windows will follow a similar procedure. Have your Windows CD handy, as it may be

required during the configuration process.

1. Select Start > Settings > Control Panel.

A FCwome Orine - P Bl wolme Corord

Vow  Fgte Lo bee r
3 | D s [ peie | [T
O Coried Farsi = s
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e Tisky
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3. In the Network Connections window, right-click Local Area Connection and

select Properties.

Fis B Vo= Frots Txk Aooel b

" Hurtwnik Cunnectimm I;'. T_ .&
r

¥ | ) sewrh

& Pistvmrt Conractions v e

fﬂ-ﬁl"_‘ & @ E

jw

- Local Area Connection Properties

General | Athentication || Advanced |

Connect using:

| EH8 MVIDIA nForce Metworking Controllar ‘

Thiz connection uzes the following itenms;
g Client for Microsaft Metwork s

g File and Printer Sharing for Microsoft Netwarks
Q (o5 Packet Scheduler

Inatall... Drirztal

Diezcription

Transmiszion Contral Protocol/Intemet Pratocol, The default
wide area network, protocol that provides communication
across diverse interconnected networks.

Show icon in notification area when connected

0K l [ Cancel
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5. If an IP address, subnet mask and a Default gateway are shown, write down
the information. If no address is present, your account’s IP address is dynamically

assigned. Click the Obtain an IP address automatically radio button.

Internet Protocol (TCP/IP) Properties

General | Alternate Configuration

You can get 1P zetting: azsigned automatically if pour network. supports
this capability. Otherwize, you need to ask your network. administrator for
the appropriate [P settings.

(%) Obtain an IP address autamatically

(0 Usge the fallowing IP address:

(&) Ubtain DNS zerver address automaticalle

() Usze the fallowing DMS server addresses:

]
]

[ Ok H Cancel ]

6. If any DNS server addresses are shown, write them down. Click the Obtain DNS

server address automatically radio button.

Internet Protocol (TCP/IP) Properties

General | Alternate Configuration

You can get [P settings azsigned automatically if your nebwork, supports
thiz capability. Othenwize, pou need to azk pour network. administrator for
the appropriate IP settings.

(%) Obtain an IP address automatically

() Uze the fallowing IP address:

(®)i0btain DN server address automabicalle

(Z) Uz the following DMS server addresses:

]
T

[ 0K H Cancel ]

52



7. Click OK to save your changes.

—+ Local Area Connection Properties

General | Authentication | Advanced

Connect using:

| HE NWIDLA nForce Hetworking Contraller ‘

Thig connection uzes the following items;
E’, Client for Microsaft Metwork s

.@ File and Prirter Sharing for Microsoft Metwarks
o=l 105 Packet Scheduler

Internet Pratocal [TCPAR]
Dezcription

Tranzmizgion Control Pratocol/nternet Protocal. The default
wide area network, protocol that provides communication
across diverse interconnected networks.

Show icon in notification area when connected

] ] l Cancel

3.7 Web Configuration Interface

BiGuard 2/10 includes a Web Configuration Interface for easy administration via
virtually any browser on your network. To access this interface, open your web
browser, enter the IP address of your router, which by default is 192.168.1.254, and
click Go. A user name and password window prompt will appear. Enter your user
name and password (the default user name and password are "admin" and "admin')

to access the Web Configuration Interface.

Enter Network Password el

? Please type your user name and password.
Site: 192.168.1.254
Realm Webddmin

Lzer Mame |admin

Password |1

[ Save this password in your password fist

| (1] I Cancel
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If the Web Configuration Interface appears, congratulations! You are now ready to
configure your BiGuard 2/10. If you are having trouble accessing the interface,

please refer to Chapter 5: Troubleshooting for possible resolutions.
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Chapter 4: Router Configuration

4.1 Overview

The Web Configuration Interface makes it easy for you to manage your network via

any PC connected to it. On the Web Configuration homepage, you will see the

navigation pane located on the left hand side. From it, you will be able to select

various options used to configure your router.

Status
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1. Click Apply if you would like to apply the settings on the current screen to the

device. The settings will be effective immediately, however the configuration is not

saved yet and the settings will be erased if you power off or restart the device.

2. Click SAVE CONFIG to save the current settings permanently to the device.

3. Click RESTART to restart the device. There are two options to restart the device.

- Select Current Settings if would like to restart using the current configuration.

- Select Factory Default Settings if you would like to restart using the factory

default configuration.

4. To exit the router’s web interface, click LOGOUT. Please ensure that you have

saved your configuration settings before you logout. Be aware that the router is
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restricted to only one PC accessing the web configuration interface at a time. Once
a PC has logged into the web interface, other PCs cannot gain access until the
current PC has logged out. If the previous PC forgets to logout, the second PC can

access the page after a user-defined period (5 minutes by default).

The following sections will show you how to configure your router using the Web

Configuration Interface.

4.2 Status

The Status menu displays the various options that have been selected and a number
of statistics about your BiGuard 2/10. In this menu, you will find the following

sections:

- ARP Table

- Routing Table
- Session Table
- DHCP Table

- IPSec Status
- PPTP Status
- System Log

- IPSec Log

Status
ARP Table
Routing Table
Session Table
DHCP Table
IPSec Status
PPTP Status

System Log

4.2.1 ARP Table

The Address Resolution Protocol (ARP) Table shows the mapping of Internet (IP)
addresses to Ethernet (MAC) addresses. This is a quick way to determine the MAC
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address of your PC’s network interface to use with the router’s Firewall — MAC
Address Filter function. See the Firewall section of this chapter for more

information on this feature.

ARP Table

IP < MAC List
Mo, IP Address MAC Address Interface Static
1 192.168.1.100 00:50:BA:FD:18:26 LAN no

No.: Number of the list.

IP Address: A list of IP addresses of devices on your LAN.

MAC Address: The Media Access Control (MAC) addresses for each device on your
LAN.

Interface: The interface name (on the router) that this IP address connects to.
Static: Static status of the ARP table entry.

NO indicates dynamically-generated ARP table entries.

YES indicates static ARP table entries added by the user.

4.2.2 Routing Table

The Routing Table displays the current path for transmitted packets. Both static and

dynamic routes are displayed.

Routing Table

A Routing Tahle

AHP‘TahIa Na. Destination Netmask Gateway/Interface Cost
Routing Table 1 192.168.1.0 965, 256.256.0 0.0.0.0¢ LAN 0

Session Table
DHCP Table

|PSec Status
AE=EE

Bystem Log
|PSec Loy
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No.: Number of the list.

Destination: The IP address of the destination network.

Netmask: The destination netmask address.

Gateway/Interface: The IP address of the gateway or existing interface that this
route will use.

Cost: The number of hops counted as the cost of the route.
4.2.3 Session Table
The NAT Session Table displays a list of current sessions for both incoming and

outgoing traffic with protocol type, source IP, source port, destination IP and

destination port, each page shows 10 sessions.

Session Table
Servuion Table
Me  Proccsl  From P Frem Fun Ta To Pan
i - 12 G 1, 10 =0 ¥ TER 1254 m
3| e 1852 | 0 v 1B T e m
31w ik 2 10 4 L T m
i ew 183 bG8, 1 K00 2| F 168 1 254 &
5 ™R 1852 B § B == ¥ VY 5L m
& Tom 13 L1 ) - ¥ 16 T 2 w
Smmion 1.6 ol &, 111,
raw | Eom®l | FemPaal | Ta®l | Terml
Fed || Prewcis || Wewt [ tas | e

No.: Number of the list.

Protocol: Protocol type of the Session.
From IP: Source IP of the session.
From port: source port of the session.
To IP: Destination IP of the session.

To port: Destination port of the session.

Sessions:

Filter: when the presented field is filled, please click Filter button.
From IP: please input the source IP you would like to filter.

From port: please input the source port you would like to filter.
To IP: please input the destination IP you would like to filter.

To port: please input the destination port you would like to filter.
First: To the first page.

Previous: To the previous page.

Next: To the next page.
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Last: To the last page.
Jump to the session: please input the session number you would like to see and

press “GO”

4.2.4 DHCP Table

The DHCP Table displays a list of IP addresses that have been assigned to PCs on

your network via Dynamic Host Configuration Protocol (DHCP).

DHCP Table

DHCP IP Assigement Table
Moo P Address Devica Hamea MALC Address Lease Time
1 192.163.1.100 TEST-OMZ D50t ba ik 1826 254008
[z

No.: Number of the list.

IP Address: A list of IP addresses of devices on your LAN.
Device Name: The host name (computer name) of the client.
MAC Address: The MAC address of client.

4.2.5 [1PSec Status

The IPSec Status window displays the status of the IPSec Tunnels that are currently

configured on your BiGuard 2/10.

IPSec Status
PSec Tunnels
Mame Enzhe Status Local Metwork  Remobe Network  Remole Galewsy SA Acbion

Name: The name you assigned to the particular IPSec entry.
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Enable: Whether the IPSec connection is currently Enable or Disable.
Status: Whether the IPSec is Active, Inactive or Disable.

Local Subnet: The local IP address or subnet used.

Remote Subnet: The subnet of the remote site.

Remote Gateway: The remote gateway IP address.

SA: The Security Association for this IPSec entry.

Action: Manually connect or drop the tunnel.

4.2.6 PPTP Status

The PPTP Status window displays the status of the PPTP Tunnels that are currently
configured on your BiGuard 2/10.

PPTP Status

e Errsble Stalus Type Pzt etk Curmecd By Aution

Name: The name you assigned to the particular PPTP entry.

Enable: Whether the PPTP connection is currently Enable or Disable.
Status: Whether the PPTP is Active, Inactive or Disable.

Type: Whether the Connection type is Remote Access or LAN to LAN
Peer Network: The Remote subnet for LAN to LAN as connection type.
Connect by: The remote address when connected.

Action: Manually drop the tunnel.

4.2.7 System Log

This window displays BiGuard 2/10’s System Log entries. Major events are logged

on this window.
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System Log

Auog 1 05:00:16 DHCP server - send OFFER 132.168.1.100 =
Aug 1 05:00:16 DHCP server - send ACK 152.168.1.100

Aug 1 05:00:24 Connecting to ISP for YWAaN

Aug 1 05:00:26 DHCP client - send discover —
Aug 105:00:27 DHCP client - select IP 192.168.17.54

Aug 1 05:00:27 DHCP client - Obtain [P 152.168.17.54, lease tirme 300

Aug 1 05:00:28 DHCP bound IP address to 192.168.17 .54/255. 255 255.0

Aug 1 05:00:41 ISP of WAN connection has been established

Aug 1 05:02:58 DHCP client - send renew

Aug 1 05:02:58 DHCR client - Obtain IP 192.168.17 .54, lease time 300

Aug 1 05:02:58 DHCP renew

Aug 1 05:05:28 DHCP client - send renew -

Refresh Clear Log Send Log Save Log

Refresh: Refresh the System Log.

Clear Log: Clear the System Log.

Send Log: Send the System Log to your email account. You can set the email
address in Configuration > System > Email Alert. See the Email Alert section
for more details.

Save Log: Save the System log to a text file.

4.2.8 IPSec Log

This page displays the router’s IPSec Log entries. Major events are logged to this

window.

IPEec Log

Rﬂiﬁhl Charleg smdi.og| SreLog

Refresh: Refresh the IPSec Log.
Clear Log: Clear the IPSec Log.
Send Log: Send IPSec Log to your email account. You can set the email address in

Configuration > System > Email Alert. See the Email Alert section for more
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details.
Save Log: Save the IPSec log to a text file.

Please refer to Appendix F: IPSec Log Events for more information on log events.

4.3 Quick Start

The Quick Start menu allows you to quickly configure your network for Internet

access using the most basic settings.

Quick Start WAN

MICH
Connection Method IDEI:anzr o .-ld[rpst:ﬁj.rbcrre‘.i:allyﬂ
Host Kame I
ool | Resa |

Connection Method: Select your router’s connection to the Internet. Selections
include Obtain an IP Address Automatically, Static IP Settings, PPPoE
Settings, PPTP Settings, and Big Pond Settings.

4.3.1 DHCP
The following is information regarding your ISP that you will need to enter in order
to properly configure your Internet connection. If you select to Obtain an IP

Address Automatically, these will be automatically set for you, provided that your

ISP dynamically assigns an IP address.

Quick Start WAN

DHCP
Connection Method IDilanar 7 Adrress .ﬁ.l.rb:rre‘.i:allyﬂ
Host Hame I
Ponty | Reset |

4.3.2 Static IP

Quick Start WAN
Static IP
Connection Method | Static IP Sedings =l
11 assagried by pourisH
IP Suanet Mask
5P Cateway Address
Primsry OHS
Secondary DNS

Agety | Fesn |

Caonfig to Flash

b1 (= = s sy
= fe=r=7 = fe=s
= = = = =
g GGl
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IP assigned by your ISP: Enter the assigned IP address from your IP.
IP Subnet Mask: Enter your IP subnet mask.

ISP Gateway Address: Enter your ISP gateway address.

Primary DNS: Enter your primary DNS.

Secondary DNS: Enter your secondary DNS.

Click Apply to save your changes. To reset to defaults, click Reset.

4.3.3 PPPOE

Quick Start WanN
PPPoE

Connaction Mathed |PPPOE Sattngs xl

Configoration
Laamanmi

Ssw Do 1o Flaah

SLatia

Chnck Sart

Padawid |
Farygpe Basswsed [

Lannaciion | Adways Conmect s

Il Tiema I—j
ot | e

Username: Enter your user name.

Password: Enter your password.

Retype Password: Retype your password.

Connection: Select whether the connection should Always Connect or Trigger on
Demand. If you want the router to establish a PPPoE session when starting up and
to automatically re-establish the PPPoE session when disconnected by the ISP,
select Always Connect. If you want to establish a PPPoE session only when there
is a packet requesting access to the Internet (i.e. when a program on your computer
attempts to access the Internet), select Trigger on Demand.

Idle Time: Auto-disconnect the router when there is no activity on the line for a
predetermined period of time. Select the idle time from the drop down menu. Active

if Trigger on Demand is selected.

Click Apply to save your changes. To reset to defaults, click Reset.
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4.3.4 PPTP

. Quick Start WAN
o oeTP
RN Gonnaction Matfed |I'-'F'TF‘ Seftings ﬂ
Caonfigeatice e
Sawn Conlig tn Flash Patiled
Rralypes Fasawesd
PETP Ciunt P f fa k ]
PPTF Chan [P Metmash ] o ] P
PETR Clant 1P Galaway ja ] b B
FETR Spves IP ] jo 13 P
Conneciian Aleays Connesd =
Ioke Tame ]
ovty | Rerst |

Username: Enter your user name.

Password: Enter your password.

Retype Password: Retype your password.

PPTP Client IP: Enter the PPTP Client IP provided by your ISP.

PPTP Client IP Netmask: Enter the PPTP Client IP Netmask provided by your ISP.
PPTP Client IP Gateway: Enter the PPTP Client IP Gateway provided by your ISP.
PPTP Server IP: Enter the PPTP Server IP provided by your ISP.

Connection: Select whether the connection should Always Connect or Trigger on
Demand. If you want the router to establish a PPTP session when starting up and to
automatically re-establish the PPTP session when disconnected by the ISP, select
Always Connect. If you want to establish a PPTP session only when there is a
packet requesting access to the Internet (i.e. when a program on your computer
attempts to access the Internet), select Trigger on Demand.

Idle Time: Auto-disconnect the router when there is no activity on the line for a
predetermined period of time. Select the idle time from the drop down menu. Active

if Trigger on Demand is selected.

Click Apply to save your changes. To reset to defaults, click Reset.

4.3.5 Big Pond

Quick Start WAN

Big Pond
Quick: Start § .

Conneciion Method |E':q Pond Setiings: ﬂ
Condguration

Usemame
Save Loy to Hlach

Passwond

Relype Passwond

Login sereer h | PJ ! h - i]

Povks | Reset |
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Username: Enter your user name.

Password: Enter your password.

Retype Password: Retype your password.

Login Server: Enter the IP of the Login server provided by your ISP.

Click Apply to save your changes. To reset to defaults, click Reset.

For detailed instructions on configuring WAN settings, please refer to the WAN

section of this chapter.

4.4 Configuration

The Configuration menu allows you to set many of the operating parameters of the

BiGuard 2/10. In this menu, you will find the following sections:

- LAN

- WAN

- System

- Firewall

- VPN

- QoS

- Virtual Server

- Advanced

These items are described below in the following sections.

- Status Rubesh
ZERE Device Information
‘:M" i it Hame EiGuand2
":'ﬂ’:"'"'" Syssem Lip Time 0 0:15:49 (day hows min sec)
e Conliy 1o Flash Current Time G Mon May 29 10.54.44 2006 Syne How |
Private LAN MAC Addiess 00 12:31:23:21:40
PFublic WAN MAC Address 00004 ed 23:21:41
Firmware Viession 1.08
Hema LRL Billon Electric Ca_ Lid
LAN
F Addiess © 1521881254
Metmask SEE 2L LL D
DHCP Sarver O Enabled
WaN
Cormption Methed G Gonnect by Static IP Settngs
IP Addrrss 152 168 17 109
MeEmask TEE TEL PLL
Gialaway 197 16817 10
DS 192 1620219
Up Tima @ 0:15; 3 jdmy-hourmin'sac) =
s cowa ] T
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4.4.1 LAN

There are two items within this section: Ethernet ,DHCP Server and LAN
Address Mapping.

vlapping

4.4.1.1 Ethernet

Ethernet

Parameters
IP Address [E7N E 254
Subnet Mask |25 [z =5 o
RIP [Disable =] & RIP2B © RIP-2M
Applyl Reset |

IP Address: Enter the internal LAN IP address for BiGuard 2/10 (192.168.1.254 by
default).

Subnet Mask: Enter the subnet mask (255.255.255.0 by default).

RIP: RIP v2 Broadcast and RIP v2 Multicast. Check to enable RIP.

4.4.1.2 DHCP Server
In this menu, you can disable or enable the Dynamic Host Configuration Protocol
(DHCP) server. The DHCP protocol allows your BiGuard 2/10 to dynamically assign

IP addresses to PCs on your network if they are configured to automatically obtain
IP addresses.
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DHCP Server

Parameters

DHCP Server Functions * Enable ¢ Disable

IP Fool Range From 192_158_1_W

IP Pool Range to 192.168.1 IF

Primary DNS Server I o o o
Secondary DMNE Server |D |D |D |D
Primary WINS Server I o o o
Secondary WINS Server ID i IEI i IEI i ID

Daormain Mame |

Apply | Reset IFixed Host ©

g to Flash

To disable the router’s DHCP Server, select the Disable radio button, and then click
Apply. When the DHCP Server is disabled, you will need to manually assign a fixed
IP address to each PC on your network, and set the default gateway for each PC to
the IP address of the router (192.168.1.254 by default).

To configure the router’'s DHCP Server, select the Enable radio button, and then
configure parameters of the DHCP Server including the IP Pool (starting IP address
and ending IP address to be allocated to the PCs on your network), DNS Server,
WINS Server, and Domain Name. These details are sent to each DHCP client when
they request an IP address from the DHCP server. Click Apply to enable this

function.

Fixed Host allows specific computer/network clients to have a reserved IP address.

Fixed Host
Fixed Host Tahle
Ma. MAC Address IP Address

Create

onfig to Flash

IP Address: Enter the IP address that you want to reserve for the above MAC
address.
MAC Address: Enter the MAC address of the PC or server you wish to be assigned a
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reserved IP.
Candidates: You can also select the Candidates which are referred from the ARP
table for automatic input.

Fixed Host

Create

IP Address Candidates © 192_153_1_'0
MAC Address [ ] i | | -

Apply |

fig to Flash
Click the Apply button to add the configuration into the Host Table. Press the
Delete button to delete a configuration from the Host Table.

4.4.1.3 LAN Address Mapping

LAN Address Mapping is a function that can support multiple subnet and also
multiple NAT, you can specify a subnet and LAN Gateway IP Address and select
associated WAN IP Address specified in WAN IP Alias in Configuration -> WAN ->

WAN IP Alias.

LAN Address Mapping
LAN Address Mapping Tahle
MO, Mame IP Address Metrmask WAR P

Create ©@

Please click Create to create a LAN Address Mapping rule.
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LAN Address Mapping

Add Subnet
Mame |
IP Address fo o Jo Jo
Netmask o o Jo Jo
WWAN IP Address  Candidates © ||j _|D _ID _ID
Apply |

nfig to Flagh

Name: Please input the name of the rule.

IP Address: Please input the LAN Gateway IP Address you would like to use.
Netmask: Please input the Netmask you would like to use.

WAN IP Address: Please click Candidates to select the WAN IP address you would
like to use from WAN Alias list.

Click the Apply button to add the configuration into the LAN Address Mapping.
4.4.2 WAN
WAN refers to your Wide Area Network connection. In most cases, this means your

router’s connection to the Internet through your ISP. There are three items within

this section:

Bandwidth Settings
WWARN [P Alias
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4.4.2.1 WAN

WAN
DHCP
Connection Methad
Host Mame
MAC_Address _
L e o
[~ Yaur ISP requires you to manually setup DNS settings
DS Primary DMNS ID ! ID . ID : ID
Secondary DNS |U | |U | |U | |U
RIP IDisabIe 'l & RIP-2B © RIP-2M
MTU [iso0

Apply | Reset |

Connection Method: Select how your router will connect to the Internet. Selections
include Obtain an IP Address Automatically, Static IP Settings, PPPoE
Settings, PPTP Settings, and Big Pond Settings. For each WAN port, the factory
default is DHCP. If your ISP does not use DHCP, select the correct connection
method and configure the connection accordingly. Configurable items will vary

depending on the connection method selected.

4.4.2.1.1 DHCP

WAN
DHCP
Cannection hethod IOhtain an IP Address Automaticallyj
Host Mame I
MAC Address ™ Your ISP requires you to input WAk Ethernet MAC
Gtz (& MAC Address |00 -J00 fo0 Lfoo Lfoo oo
™ Yaour ISP requires you to manually setup DNS settings
DNS Primary DNS |1 o o o
Secandary DNS |U ! |U | |D | |U
RIP |Disab|e 'I & RIP2B © RIP-2M
MTU ET

Apply | Reset |

Host Name: Some ISPs authenticate logins using this field.

MAC Address: If your ISP requires you to input a WAN Ethernet MAC, check the
checkbox and enter your MAC address in the blanks below.

Candidates: You can also select the MAC address from the list in the Candidates.
DNS: If your ISP requires you to manually setup DNS settings, check the checkbox
and enter your primary and secondary DNS.
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RIP: To activate RIP, select Send, Receive, or Both from the drop down menu. To

disable RIP, select Disable from the drop down menu.

MTU: Enter the Maximum Transmission Unit (MTU) for your network.

Click Apply to save your changes. To reset to defaults, click Reset.

4.4.2.1.2 Static IP

WAN
Stlc 1P
Conmaction Method
IF assigned by yoo 157
IR Subret Mask
ISP Gateway Addiess

MAC Adeeess
TaAiltntea

Slulirs

Chnck Star

Lo absm

Premary DHS
Saconcary ONS
AP

MU

Virtiial Samen Appty || Rasat
Advaticed

S Combig 1a Flagh

Saatic IP Seitings w |

L] Your 152 requires you 1o input Etheenat MAC
MAC Address =

1 1 7 |0

B L] 1] 1]

Disabie [~ (3 FoPas O RIP-2M

1500

IP assigned by your ISP: Enter the static IP assigned by your ISP.

IP Subnet Mask: Enter the IP subnet mask provided by your ISP.

ISP Gateway Address: Enter the ISP gateway address provided by your ISP.

MAC Address: If your ISP requires you to input a WAN Ethernet MAC, check the

checkbox and enter your MAC address in the blanks below.

Candidates: You can also select the MAC address from the list in the Candidates.

Primary DNS: Enter the primary DNS provided by your ISP.

Secondary DNS: Enter the secondary DNS provided by your ISP.

RIP: To activate RIP, select Send, Receive, or Both from the drop down menu. To

disable RIP, select Disable from the drop down menu.

MTU: Enter the Maximum Transmission Unit (MTU) for your network.

Click Apply to save your changes. To reset to defaults, click Reset.
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4.4.2.1.3 PPPOE

WAN

PPPoE
Connection Method
Usemame
Pazgword

Retype Password

| PPPOE Settings =l

Connection IAlways Connect 'l
Idle Time |1D minutes vI

IP assignd by your ISP

& Dynamic (P automatically assigned by your ISP)
" Fixed (Your ISP requires you to input IP address)

O T T
MAC Address ™ Your ISP requires you to input YWARN Ethernet MAC
Lantilates o MAC Address |00 o0 oo Moo oo Lo
[~ ¥our ISP requires you to manually setup DNS settings
DNS Primary DNS |1 o | o
Secondary DNS |U | |U | |U | |D
RIP [Disable =] & RIP-28 ¢ RIP-2M
MTU [lasz™

Apply | Reset |

Username: Enter your user name.

Password: Enter your password.

Retype Password: Retype your password.

Connection: Select whether the connection should Always Connect or Trigger on
Demand. If you want the router to establish a PPPoE session when starting up and
to automatically re-establish the PPPoE session when disconnected by the ISP,
select Always Connect. If you want to establish a PPPoE session only when there
is a packet requesting access to the Internet (i.e. when a program on your computer
attempts to access the Internet), select Trigger on Demand.

Idle Time: Auto-disconnect the router when there is no activity on the line for a
predetermined period of time. Select the idle time from the drop down menu. Active
if Trigger on Demand is selected.

IP Assigned by your ISP: If your IP is dynamically assigned by your ISP, select the
Dynamic radio button. If your IP assigns a static IP address, select the Static radio
button, and input your IP address in the blank provided.

MAC Address: If your ISP requires you to input a WAN Ethernet MAC, check the
checkbox and enter your MAC address in the blanks below.

Candidates: You can also select the MAC address from the list in the Candidates.
DNS: If your ISP requires you to manually setup DNS settings, check the checkbox
and enter your primary and secondary DNS.

RIP: To activate RIP, select Send, Receive, or Both from the drop down menu. To

disable RIP, select Disable from the drop down menu.
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MTU: Enter the Maximum Transmission Unit (MTU) for your network.
Click Apply to save your changes. To reset to defaults, click Reset.

4.4.2.1.4 PPTP

WAN
PPT
Cannaction Mathod | PPTF Sattings =l
Configuration
e Usarname
- Password
WAN
':“'N Retype Pagswead
n" e FRTP Client IP o o i e
anidvwadth Sotlings PRTP Cliert 1P Netmask F:' h:' k‘ b
WWAN IF Alias
el PRTP Cliarnt P Gateway 7 o
Sydlenm
i PRTR Sems 1P P F _F b
i Conmection Always Conngct *I
VRN
Idl Tirnd 1 -
Qo - " n n
P — " Drynamic (1P automatically assigned by your I5F)
d IP azcignd by your ISP T Fined (Your ISP requines you bo mput 1P addess)
Auprancind | f | [
Save Config to Flash . :
m Addrezs ™ Wour ISP riquines you 10 ingut WAN Ethime MAC
Firtn et WAL Addeoss | o e i o
I™ Your ISP requires you to manually satup DNS settings
DNS Primay NS | | I I
Secordary ONS | A A |
RaR Disable =] ~ RIP2E  RIP-ZM
MTU 1432
Agply | Resst

Username: Enter your user name.

Password: Enter your password.

Retype Password: Retype your password.

PPTP Client IP: Enter the PPTP Client IP provided by your ISP.

PPTP Client IP Netmask: Enter the PPTP Client IP Netmask provided by your ISP.
PPTP Client IP Gateway: Enter the PPTP Client IP Gateway provided by your ISP.
PPTP Server IP: Enter the PPTP Server IP provided by your ISP.

Connection: Select whether the connection should Always Connect or Trigger on
Demand. If you want the router to establish a PPTP session when starting up and to
automatically re-establish the PPTP session when disconnected by the ISP, select
Always Connect. If you want to establish a PPTP session only when there is a
packet requesting access to the Internet (i.e. when a program on your computer
attempts to access the Internet), select Trigger on Demand.

Idle Time: Auto-disconnect the router when there is no activity on the line for a
predetermined period of time. Select the idle time from the drop down menu. Active
if Trigger on Demand is selected.

IP Assigned by your ISP: If your IP is dynamically assigned by your ISP, select the
Dynamic radio button. If your IP assigns a static IP address, select the Static radio
button. This will take you to another page for inputting the IP address information.
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MAC Address: If your ISP requires you to input a WAN Ethernet MAC, check the
checkbox and enter your MAC address in the blanks below.

Candidates: You can also select the MAC address from the list in the Candidates.
DNS: If your ISP requires you to manually setup DNS settings, check the checkbox
and enter your primary and secondary DNS.

RIP: To activate RIP, select Send, Receive, or Both from the drop down menu. To
disable RIP, select Disable from the drop down menu.

MTU: Enter the Maximum Transmission Unit (MTU) for your network.

Click Apply to save your changes. To reset to defaults, click Reset.

4.4.2.1.5 Big Pond

WAN
Big Pond
Caonnection Method |E|ig Paond Settings j

Usernarme |

Passward |

Retype Password |

Login server |D i |D i ID i IEI
MAC Address ™ Your ISP requires you to input WAN Ethernet MAC
Candidates © MAC Address oo joo Moo Moo Hfpo ffoo

[~ Your ISP requires you to manually setup DNS settings

DHS Primary DNS |0 N o o
Secondary DMS ID ! ID ! ID - ID

RIP [Disable =] & RIP-2B € RIP-2M

mTU |15DD

Caonfig to Flash Apply | Reset |

Username: Enter your user name.

Password: Enter your password.

Retype Password: Retype your password.

Login Server: Enter the IP of the Login server provided by your ISP.

MAC Address: If your ISP requires you to input a WAN Ethernet MAC, check the
checkbox and enter your MAC address in the blanks below.

Candidates: You can also select the MAC address from the list in the Candidates.
DNS: If your ISP requires you to manually setup DNS settings, check the checkbox
and enter your primary and secondary DNS.

RIP: To activate RIP, select Send, Receive, or Both from the drop down menu. To
disable RIP, select Disable from the drop down menu.

MTU: Enter the Maximum Transmission Unit (MTU) for your network.
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Click Apply to save your changes. To reset to defaults, click Reset.

A simpler alternative is to select Quick Start from the main menu. Please see the

Quick Start section of this chapter for more information.

4.4.2.2 Bandwidth Settings

Under Bandwidth Settings, you can easily configure both inbound and outbound
bandwidth.

Bandwidth Settings
Max Bandwidth Provided by ISP
QOutbound Bandwidth |1024DD khps
WAR
Inbound Bandwidth |1024DD khps
Apply |

WAN: Enter your ISP inbound and outbound bandwidth for WAN.

NOTE: These values entered here are referenced by QoS.

4.4.2.3 WAN IP Alias

WAN IP Alias allows you to input additional WAN IP addresses. WAN IP Alias can be

used for Multiple NAT settings, including LAN Address Mapping settings and Virtual
Server settings.
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WAN IP Alias
WAN IP Alias Table
MO. MName IP Address

Create €

Please click Create to create a LAN Address Mapping rule.

WAN IP Alias
Add WAN IP

Marme |

IP Address o \E o 5

Apply |

Config to Flash

Name: Please input the name of the rule.
IP Address: Please input the additional WAN IP address you would like to use.

Click the Apply button to add the configuration into the WAN IP Alias.

4.4.3 System

The System menu allows you to adjust a variety of basic router settings, upgrade
firmware, set up remote access, and more. In this menu are the following sections:

Time Zone, Remote Access, Firmware Upgrade, Backup/Restore, Restart, Password,
System Log Server and Email Alert.
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4.4.3.1 Time Zone

BiGuard 2/10 does not use an onboard real time clock; instead, it uses the Network
Time Protocol (NTP) to acquire the current time from an NTP server outside your

network. Simply choose your local time zone, enter NTP Server IP Address, and click
Apply. After connecting to the Internet, BiGuard 2/10 will retrieve the correct local
time from the NTP server you have specified. Your ISP may provide an NTP server

for you to use.
Time Zone

Paramatars

Tumg Zone " Enable  * Dieable

Local Tire Zons [+-GMT Tima) [iGrT-07 o) Meuntain Time (US & Canada
[ime iz [imet

Daylight Saving ™ Auternatic

Time Lane Rusyme Paried I—;' e —

| AroRER
Remobe Access =

WA HTP Sarver Addmss

Syslem

Apply || _Caneal |

| savecowric  J wesranr N Losour ]
Time Zone: Select Enable or Disable this function.

Local Time Zone(+-GMT Time): Please select the time zone that belongs to your
area.

NTP Server Address: Please input the NTP server address you would like to use.

Daylight Saving: To have BiGuard 2/10 automatically adjust for Daylight Savings
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Time, please check the Automatic checkbox.
Resync Period: Please input the resync circle of time zone update.

Click Apply to apply the rule, Click Cancel to discard the changes.

4.4.3.2 Remote Access

To allow remote users to configure and manage BiGuard 2/10 through the Internet,
select the Enable radio button. To deactivate remote access, select the Disable
radio button. This function also enables you grant access from any PC or from a
specific IP address. Click Apply to save your settings.

NOTE: When enabling remote access, be sure to change the default administration
password to something more secure.

Remote Access

Remote Access Function
Action  Enable # Disable
*HTTPS Port 443

*: This setting will become effective after you save to flash and restart the router.
Apply

Remote Access Tahle

Mo, IP Address

Create ©

Action: Select Enable or Disable remote access function.
HTTPS Port: Please input the remote access HTTPS port you would like to
use.(default is 443)

Click Apply to apply your settings.

Click Create to add a Remote Access Table to specify the allowed remote access

addresses.

78



Remote Access
You may permit remote administration of this network device (HTTPS).
* Everyone (Change default passwardl)
© Only this PC: | N ) )
Allow Remote Access By PG frarm this subnet:
| | g i
| | g g

Apply |

Allow Remote Access By:

Everyone: Please check if you allow any IP addresses for the remote user to access.
Only the PC: Please specify the IP Address that is allowed to access.

PC from the subnet: Please specify the subnet that is allowed to access.

4.4.3.3 Firmware Upgrade

Firmware Upgrade

You may upgrade the system software on your network device

Mew Firmware Image | =

Upgrade |
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Upgrading your BiGuard 2/10’s firmware is a quick and easy way to enjoy increased
functionality, better reliability, and ensure trouble-free operation. To upgrade your
firmware, simply visit Billion’s website (http://www.billion.com) and download the

latest firmware image file for BiGuard 2/10. Next, click Browse and select the newly
downloaded firmware file. Click Upgrade to complete the update.

NOTE: DO NOT power down the router or interrupt the firmware upgrade while it is

still in process. Interrupting the firmware upgrade process could damage the router.
4.4.3.4 Backup 7/ Restore

Backup/Restore

Allows you to backup the configuration settings to your computer,
or restore configuration from your computer.

Backup Configuration

Backup configuration to your computer.

Backup |

Restore Configuration

Canfiguration File HIEE.

"Restore" will overwrite the current configuration and restart the device. If you want to keep the current
configuration, please use "Backup" first to save current configuration.

Restare |

This feature allows you to save and backup your router’s current settings, or restore
a previously saved backup. This is useful if you wish to experiment with different
settings, knowing that you have a backup handy. It is advisable to backup your
router’s settings before making any significant changes to your router’s

configuration.
To backup your router’s settings, click Backup and select where to save the settings
backup file. You may also change the name of the file when saving if you wish to

keep multiple backups. Click OK to save the file.

To restore a previously saved backup file, click Browse. You will be prompted to
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select a file from your PC to restore. Be sure to only restore setting files that have
been generated by the Backup function, and that were created when using the same
firmware version. Settings files saved to your PC should not be manually edited in
any way. After selecting the settings file you wish to use, clicking Restore will load
those settings into the router.

4.4.3.5 Restart
Restart

After restarting. Please wait for several seconds to let the system restart

; & Current Settings
Restart Router with

Restart |

" Factory Default Settings

The Restart feature allows you to easily restart BiGuard 2/10. To restart with your
last saved configuration, select the Current Settings radio button and click

Restart.

If you wish to restart the router using the factory default settings, select Factory
Default Settings and click Restart to reboot BiGuard 2/10 with factory default
settings.

You may also reset your router to factory default settings by holding the Reset
button on the router until the Status LED begins to blink. Once BiGuard 2/10

completes the boot sequence, the Status LED will stop blinking.

4.4.3.6 Password
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Password

Parameters
Password I********
Canfirm I********

.&Note: number of maxiumum chacters of password is 32 characters.

Apply | Reset |

fig to Flash

In order to prevent unauthorized access to your router’s configuration interface, it
requires the administrator to login with a password. You can change your password
by entering your new password in both fields. Click Apply to save your changes.
Click Reset to reset to the default administration password (admin).

4.4.3.7 System Log Server

System Log Server

Parameters
Send Log To Remote Server " Enable ' Disable
Log Server IP Address EZN I E o

Apply |
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This function allows BiGuard 2/10 to send system logs to an external Syslog Server.
Syslog is an industry-standard protocol used to capture information about network
activity. To enable this function, select the Enable radio button and enter your
Syslog server IP address in the Log Server IP Address field. Click Apply to save
your changes.

To disable this feature, simply select the Disable radio button and click Apply.

4.4.3.8 E-mail Alert

E-Mail Alert
Parameters
E-Mail Alert " Enahle Disahle
Recipient's E-Mail Address |
Sender's E-Wail Address |
SMTP Mail Server |
hail Server Login " Enable ¥ Disable

Username |

Passward |’“‘“““*

 Immediately
 Hourly
Alart via E-Mail when i« Daily |12:DD vl &AM T PM.

 Weekly ISunday 'l

& When log is full

Apply |

The Email Alert function allows a log of security-related events (such as System Log
and IPSec Log) to be sent to a specified email address.

Email Alert: You may enable or disable this function by selecting the appropriate
radio button.

Recipient’s Email Address: Enter the email address where you wish the alert logs to
be sent.

SMTP Mail Server: Enter your email account’s outgoing mail server. It may be an IP
address or a domain name.

Sender’s Email Address: Enter the email address where you wish the alert logs to be
sent by which address.

Mail Server Login: some SMTP servers may request users to login before serving.
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Select Enable to activate SMTP server login function, disable to deactivate.
Username: Input the SMTP server’s username.
Password: Input the SMTP server’s password.
Alert via Email when: Select the frequency of each email update. Choose one of the
five options:

Immediately: The router will send an alert immediately.

Hourly: The router will send an alert once every hour.

Daily: The router will send an alert once a day. The exact time can be specified
using the pull down menu.

Weekly: The router will send an alert once a week.

When log is full: The router will send an alert only when the log is full.

4.4.4 Firewall

BiGuard 2/10 includes a full Stateful Packet Inspection (SPI) firewall for controlling
Internet access from your LAN, and preventing attacks from hackers. Your router
also acts as a "natural" Internet firewall when using Network Address Translation
(NAT), as all PCs on your LAN will use private IP addresses that cannot be directly
accessed from the Internet. Please see the WAN configuration section for more

details.

M Reguest

Intrusion Detection

You can find five items under the Firewall section: Packet Filter, URL Filter, LAN
MAC Filter, Block WAN Request and Intrusion Detection.

4.4.4.1 Packet Filter
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Packet Filter
Packet Filter Table
ID Enable  Action Direction Sre. IP - Dest. [P Protocol  Src. Port Dest. Port

Create @

Filter

The Packet Filter function is used to limit user access to certain sites on the Internet
or LAN. The Filter Table displays all current filter rules. If there is an entry in the
Filter Table, you can click Edit to modify the setting of this entry, or click Delete to
remove this entry, or click Move to change this entry’s priority.

When the entry is upper, the priority is higher.

To create a new filter rule, click Create.

Packet Filter
add Filtering Fules
0 m
Ruls & Enable ™ Digable
Action When Mstched Drep =]
Direction Dulggong =
— Start IP Address | I I |
— Source IP Any *|  EndIP Address |0 I 'F |
PFackin Fabir
Metmask |- | ] |
Stant IP Address [ 3 § |
Diastination I Any *|  EndIPAddess [ | 3 iF |
Hetmask T | ik |
Pretecol m

Sowce Port Range  Helper © . =
Destination Port Range Melper & [T Jeos

ID: This is an identify that allows you to move the rule by before or after an ID.
Rule: Enable or Disable this entry.

Action When Matched: Select to Drop or Forward the packet specified in this filter
entry.

Direction: Incoming Packet Filter rules prevent unauthorized computers or
applications accessing your local network from the Internet. Outgoing Packet Filter
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rules prevent unauthorized computers or applications accessing the Internet. Select
if the new filter rule is incoming or outgoing.

Source IP: Select Any, Subnet, IP Range or Single Address.

Starting IP Address: Enter the source IP or starting source IP address this filter rule
is to be applied.

End IP Address: Enter the End source IP Address this filter rule is to be applied. (for
IP Range only)

Netmask: Enter the subnet mask of the above IP address.

Destination IP: Select Any, Subnet, IP Range or Single Address.

Starting IP Address: Enter the destination IP or starting destination IP address this
filter rule is to be applied.

End IP Address: Enter the End destination IP Address this filter rule is to be applied.
(for IP Range only)

Netmask: Enter the subnet mask of the above IP address.

Protocol: Select the Transport protocol type (Any, TCP, UDP).

Source Port Range: Enter the source port number range. If you only want to specify
one service port, then enter the same port number in both boxes.

Destination Port Range: Enter the destination port humber range. If you only want
to specify one service port, then enter the same port humber in both boxes.
Helper: You could also select the application type you would like to apply for

automatic input.

4.4.4.2 URL Filter

URL Filter

Configuration
URL Filtering " Enable  Disable
Kewword Filtering " Enable Details ©

" Enable Details ©
Dormainsg Filtering
[ Disable all WER traffic except for Trusted Damains
" Block Java Applet
" Block Activex
Restrict URL Features I Block Wveb proxy
" Block Coakie

" Block Surfing by IP Address

Apply |

Exception List
Mame IP Address

Create €
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The URL Filter is a powerful tool that can be used to limit access to certain URLs on
the Internet. You can block web sites based on keywords or even block out an entire
domain. Certain web features can also be blocked to grant added security to your
network.

URL Filtering: You can choose to Enable or Disable this feature.

Keyword Filtering: Click the checkbox to enable this feature. To edit the list of
filtered keywords, click Details.

Domain Filtering: Click the "enable" checkbox to enable filtering by Domain Name.
Click the "Disable all WEB traffic except for trusted domains" check box to allow web
access only for trusted domains.

Restrict URL Features: Click "Block Java Applet" to filter web access with Java Applet
components. Click "Block ActiveX" to filter web access with ActiveX components.
Click "Block Web proxy" to filter web proxy access. Click "Block Cookie" to filter web
access with Cookie components. Click "Block Surfing by IP Address" to filter web
access with an IP address as the domain name.

Exception List: You can input a list of IP addresses as the exception list for URL
filtering.

Keywords Filtering

Create

Keyword |

Apply |

Block WEB URLs which contain these keywords
Mo Keyward

Caonfig to Flash

Enter a keyword to be filtered and click Apply. Your new keyword will be added to
the filtered keyword listing.

Domains Filtering: Click the top checkbox to enable this feature. You can also
choose to disable all web traffic except for trusted sites by clicking the bottom
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checkbox. To edit the list of filtered domains, click Details.

Domains Filtering

Create

Darnain Mame |

Type IFnrhidden Dormain v[
Apply |

Trusted Domain Tahle
Ma. Daomain
Forbidden Domain Table

Mo Domain

nfig to Flash

Enter a domain and selected whether this domain is trusted or forbidden with the
pull-down menu. Next, click Apply. Your new domain will be added to either the
Trusted Domain or Forbidden Domain listing, depending on which you selected

previously.
Restrict URL Features: Use this to disable certain web features. Select the options
you want (Block Java Applet, Block ActiveX, Block Web proxy, Block Cookie, Block

Surfing by IP Address) and click Apply to save your changes.

You may also designate which IP addresses are to be excluded from these filters by
adding them to the Exception List. To do so, click Add.
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Exception

Create

Marme I

IP Address Candidates © Io o o o

Apply |

Enter a name for the IP Address and then enter the IP address itself. Click Apply to

save your changes. The IP address will be entered into the Exception List, and

excluded from the URL filtering rules in effect.

4.4.4.3 LAN MAC Filter

LAN MAC Filter
Default Rule

Action % Farward ©  Draop
App|3f|
Rule Lists
Ma. Enable Action MAC Address
Create @

LAN Mac Filter can decide that BiGuard will serve those devices at LAN side or not by

MAC Address.

Default Rule: Forward or Drop all LAN requests. (Forward by default)

Create: You can also input a specified MAC Address to be dropped or Forward

without depending on the default rule.
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LAN MAC Filter

Create Rule
Rule % Enahle © Disahle
Action When Matched IDrop 'l

Mac Address Candidates © |
Apply |

Rule: Enable or disable this entry.

Action When Matched: Select to Drop or Forward the packet specified in this filter
entry.

MAC Address: The MAC Address you would like to apply.

Candidates: You can also select the Candidates which are referred from the ARP
table for automatic input.

4.4.4.4 Block WAN Request
Block WAN Request

Enable for preventing any ping test from Internet, such as hacker attack.

Block WAN Request & Enable © Disable

Apply |

Blocking WAN requests is one way to prevent DDoS attacks by preventing ping
requests from the Internet. Use this menu to enable or disable function.
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4.4.45 Intrusion Detection

Intrusion Detection

Enable for preventing hacker attack from Internet.

Intrusion Detection " Enable * Disahle
Intrugion Loy " Enable © Disahle
Apply |

Intrusion Detection can prevent most common DoS attacks from the Internet or from
LAN users.

Intrusion Detection: Enable or disable this function.

Intrusion Log: All the detected and dropped attacks will be shown in the system log.

4.4.5 VPN

4.4.5.1 I1PSec

IPSec is a set of protocols that enable Virtual Private Networks (VPN). VPN is a way
to establish secured communication tunnels to an organization’s network via the

Internet.

4.45.1.1 I1PSec Wizard
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IPSec Wizard

Step 1 of 3: Connection Information

Connection Name I
PreShared Key I

& LAN to LAN

7 LAN to LAN {Mobile LAN)
Connection Type " LAN to Host

" LAN to Host (tWaobile Client)

et |

Connection Name: A user-defined name for the connection.

" LAN to Host (For BiGuard PN Client)

Pre-shared Key: This is for the Internet Key Exchange (IKE) protocol. IKE is used to

establish a shared security policy and authenticated keys for services (such as IPSec)

that require a key. Before any IPSec traffic can be passed, each router must be able

to verify the identity of its peer. This can be done by manually entering the

pre-shared key into both sides (router or hosts).

Connection Type:

There are 5 connection types:

(1)LAN to LAN: BiGuard would like to establish an IPSec VPN tunnel with remote

router using Fixed Internet IP or domain name by using main mode.

IPSec Wizard

Step 2 of 3: Remote Information

Rermote Secure Gateway Address (or Hostnarme) |

IP Address o o
Remate Metwark

o

Metmask |D i |D

Back |M
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Remote Secure Gateway Address (or HostName): The IP address or hosthame of
the remote VPN device that is connected and establishes a VPN tunnel.

Remote Network: The subnet of the remote network. Allows you to enter an IP
address and netmask.

Back: Back to the Previous page.

Next: Go to the next page.

(2)LAN to LAN (Mobile LAN): BiGuard would like to establish an IPSec VPN tunnel

with remote router using Dynamic Internet IP by using aggressive mode.

IPSec Wizard

Step 2 of 3: Remote Information

Remate Indentifier |
IP Address o o o o
Metrask o o o o

Remate Metwark

Back |m|

ifig to Flash

Remote Identifier: The Identifier of remote gateway, all input value type will be
auto-defined as IP Address, FQDN(DNS) or FQUN(E-mail).

Remote Network: The subnet of the remote network. Allows you to enter an IP
address and netmask.

Back: Back to the Previous page.

Next: Go to the next page.

(3)LAN to Host: BiGuard would like to establish an IPSec VPN tunnel with remote

client software using Fixed Internet IP or domain name by using main mode.
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IPSec Wizard

Step 2 of 3: Remote Information

Rernote Secure Gateway Address (or Hostharme)

Back | M

Remote Secure Gateway Address (or Hostname): The IP address or hostname of the
remote VPN device that is connected and establishes a VPN tunnel.

Back: Back to the Previous page.

Next: Go to the next page.

(4)LAN to Host (Mobile Client): BiGuard would like to establish an IPSec VPN tunnel

with remote client software using Dynamic Internet IP by using aggressive mode.

IPSec Wizard

Step 2 of 3: Remote Information

Rermaote Indentifier

Back |M

Remote Identifier: The Identifier of remote gateway, all input value type will be
auto-defined as IP Address, FQDN(DNS) or FQUN(E-mail).

Back: Back to the Previous page.

Next: Go to the next page.
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(5)LAN to Host (For BiGuard VPN Client only): BiGuard would like to establish an
IPSec VPN tunnel with BiGuard VPN Client software CO1 by using aggressive mode.

1 to Flash

WPMN Client [P Address 192

!} 1. Please note that this field must be consistent with the setting of VPN Chent.
2. Be sure that each client must use differant VEN Client [P Address.

Back |M

IPSec Wizard

Step 2 of 3: Remote Information

|68

. |100

ul

VPN Client IP Address: The VPN Client Address for BiGuard VPN Client, this value will

be apply on both remote ID and remote Network as single address.

Back: Back to the Previous page.

Next: Go to the next page.

IPSec Wizard
Configuration Summary
Connection Mame
Tunnel
Lacal D
Metwark
Secure Gateway
Remote 0]
Metwark
Secure Association
Method
Encryption Protocol
Authentication Protocol
Proposal Perfect Forward Secure
Key Group
PreShared Key
IKE Life Time

Key Life Time

Back | Done |

Tunnel

Enabled

WAN [P Address
192.165.1.254/255 255 26850
200.200.200.1

Remote Secure Gateway P Address
192.1658.3.0/255.255 255 0
tain Mode

ESP

3DES

MD5

Enabled

Group 2

12345675

3600 seconds

28800 seconds
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Type
Type
Type

IP Address

Subnet

IP Address! Hostnarme
IP Address

Subnet



After your configuration is done, you will see a Configuration Summary.
Back: Back to the Previous page.
Done: Click Done to apply the rule.

4.4.5.1.2 IPSec Policy

IPSec
1PSee Tunnuls
Mame Enable  Locel Mebwork  Remote Metweek  Remobe Gelewsy  IPSec Propoesl

Creatn O

Click Create to create a new IPSec VPN connection account.

Configuring a New VPN Connection
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IPSec

Create

Connection Mame |

Tunnel * Enabled T Disahled
Local
ID [IP Address =l Data |
IP Address |0 o o o
Metwiork |Any Local Address j E\zgrg::as |EI |D | |III |EI
Metmask [0 o o o
Remote
Secure Gateway |IF' Address/ Hostnamej Data |
ID [IP Address =] Data |
IP Address [0 o o o
Metwork |Suhnet = Ezgr!:"as |D |D | IU IU
Metmask |0 a0 o o
Proposal
Secure Association ¥ hain Mode © Aggressive Mode © Manual Key
tethod & ESP  AH
Encryption Protocol Im
Authentication Protocal m
Perfect Forward Secure @ Enabled © Disabled
FreShared Key |
[KE Life Time IEBBDD Seconds
Key Life Time (3600 Seconds
letbios Broadcast " Enabled ™ Disahled
DPD Setting
DPD Function " Enabled ' Disabled

Detection Interval |3III seconds
Idle Timeout |4 consecutive times

Apply |

Connection Name: A user-defined name for the connection.
Tunnel: Select Enable to activate this tunnel. Select Disable to deactivate this
tunnel.
Local: This section configures the local host.
ID: This is the identity type of the local router or host. Choose from the

following four options:

WAN IP Address: Automatically use the current WAN Address as ID

IP Address: Use an IP address format.

FQDN DNS(Fully Qualified Domain Name): Consists of a hosthame and
domain name. For example, WWW.VPN.COM is a FQDN. WWW is the host name,
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VPN.COM is the domain name. When you enter the FQDN of the local host, the
router will automatically seek the IP address of the FQDN.

FQUN E-Mail(Fully Qualified User Name): Consists of a username and its
domain name. For example, user@vpn.com is a FQUN. "user" is the username and
"vpn.com" is the domain name.

Data: Enter the ID data using the specific ID type.

Network: Set the IP address, IP range, subnet, or address range of the local

network.

Any Local Address: Will enable any local address on the network.

Subnet: The subnet of the local network. Selecting this option enables you
to enter an IP address and netmask.

IP Range: The IP Range of the Local network.

Single Address: The IP address of the local host.

Remote: This section configures the remote host.

Secure Gateway Address (or Domain Name): The IP address or hostname of

the remote VPN device that is connected and establishes a VPN tunnel.

ID: The identity type of the local host. Choose from the following three options:
Remote IP Address: Automatically use the remote gateway Address as ID
with ID type - IP Address.

IP Address: Use an IP address format.

FQDN DNS(Fully Qualified Domain Name): Consists of a hosthame and
domain name. For example, WWW.VPN.COM is a FQDN. WWW is the host name,
VPN.COM is the domain name. When you enter the FQDN of the local host, the
router will automatically seek the IP address of the FQDN.

FQUN E-Mail(Fully Qualified User Name): Consists of a username and its
domain name. For example, user@vpn.com is a FQUN. "user" is the username and
"vpn.com" is the domain name.

Data: Enter the ID data using the specific ID type.

Network: Set the subnet, IP Range, single address, or gateway address of the

remote network.

Subnet: The subnet of the remote network. Selecting this option allows
you to enter an IP address and netmask.

IP Range: The IP Range of the remote network.

Single Address: The IP address of the remote host.

Gateway Address: The gateway address of the remote host.

Proposal:
Secure Association (SA): SA is a method of establishing a security policy

between two points. There are three methods of creating SA, each varying in
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degrees of security and speed of negotiation:
Main Mode: Uses the automated Internet Key Exchange (IKE) setup; most
secure method with the highest level of security.
Aggressive Mode: Uses the automated Internet Key Exchange (IKE) setup;
mid-level security. Speed is faster than Main mode.
Manual Key: Standard level of security. It is the fastest of the three
methods.

Method: There are two methods of checking the authentication information, AH
(Authentication Header) and ESP (Encapsulating Security Payload). Use ESP for
greater security so that data will be encrypted and authenticated. AH data will be
authenticated but not encrypted.

Encryption Protocol: Select the encryption method from the pull-down menu.
There are several options: DES, 3DES, and AES (128, 192 and 256). 3DES and AES
are more powerful but increase latency.

DES: Stands for Data Encryption Standard. It uses a 56-bit encryption
method.

3DES: Stands for Triple Data Encryption Standard. It uses a 168-bit
encryption method.

AES: Stands for Advanced Encryption Standard. You can use 128, 192 or
256 bits as encryption method.

Authentication Protocol: Authentication establishes data integrity and ensures
it is not tampered with while in transit. There are two options: Message Digest 5
(MD5), and Secure Hash Algorithm (SHA1). While slower, SHA1 is more resistant to
brute-force attacks than MD5.

MD5: A one-way hashing algorithm that produces a 128—bit hash.
SHAL1: A one-way hashing algorithm that produces a 160—bit hash.

Perfect Forward Secure: Choose whether to enable PFS using Diffie-Hellman
public-key cryptography to change encryption keys during the second phase of VPN
negotiation. This function will provide better security, but extends the VPN
negotiation time. Diffie-Hellman is a public-key cryptography protocol that allows
two parties to establish a shared secret over the Internet.

Pre-shared Key: This is for the Internet Key Exchange (IKE) protocol. IKE is
used to establish a shared security policy and authenticated keys for services (such
as IPSec) that require a key. Before any IPSec traffic can be passed, each router
must be able to verify the identity of its peer. This can be done by manually entering
the pre-shared key into both sides (router or hosts).

IKE Life Time: Allows you to specify the timer interval for renegotiation of the

IKE security association. The value is in seconds, e.g. 28800 seconds = 8 hours.
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Key Life Time: Allows you to specify the timer interval for renegotiation of
another key. The value is in seconds e.g. 3600 seconds = 1 hour.
Netbios Broadcast: Allows BiGuard to send local Netbios Broadcast packet through
the IPSec Tunnel, please select Enable or Disable.
DPD Setting: DPD, Dead Peer Detection.

DPD Function: Select Enable or Disable DPD function.

Detection Interval: please input the interval time to send out DPD packet.

Idle Timeout: Please input the consecutive no response time to disconnect this
tunnel.

Click the Apply button to save your changes.

After you have created the IPSec connection, the account information will be
displayed:

IPSec

IPSec Tunnels

Mame Enable  Local Metwork  Remote Metwark  Remote Gateway  IPSec Proposal

Tunnel Any Any 200.200.200.1 MAIN Mode ESP [3DES: MDs]  Edit & Delete ©
Create ©

Name: This is the user-defined name of the connection.

Enable: This function activates or deactivates the IPSec connection.

Local Subnet: Displays IP address and subnet of the local network.

Remote Subnet: Displays IP address and subnet of the remote network.

Remote Gateway: This is the IP address or Domain Name of the remote VPN device

that is connected and has an established IPSec tunnel.

IPSec Proposal: This is the selected IPSec security method.

For examples on how to apply IPSec to your network, see Appendix F: IPSec Logs

and Events.

4.4.5.2 PPTP

PPTP is a set of protocols that enable Virtual Private Networks (VPN). VPN is a way

to establish secured communication tunnels to an organization’s network via the

Internet.
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PPTP

General Setting
PPTP function " Enable  Disahble

Auth. Type IF'ap or Chap *l
Data Encryption IEnahIe "I

Encryption Key Length Auto -
Peer Encryption Mode |Dn|3,f Stateless j

IP Addresses Assigned to Peer Start from: 1921681 _|2EIEI

Idle Timeout ID Min.

(LEnabJ’e data encigpbion will use MS-CHAPWE to authenticate the peer)

Apply |

Account Setting

Marne Enable Type Feer Metwark
Create €

PPTP function: Select Enable to activate PPTP Server. Disable to deactivate PPTP
Server function.

Auth. Type: The authentication type, Pap or Chap, PaP, Chap.

Data Encryption: Select Enable or Disable the Data Encryption.

Encryption Key Length: Auto, 40 bits or 128 bits.

Peer Encryption Mode: Only Stateless or Allow Stateless and Stateful.

IP Addresses Assigned to Peer Start from: 192.168.1.x: please input the IP assigned
range from 1 — 254 (except BiGuard 30’s LAN IP address with 192.168.1.254 as
BiGuard 30’s default LAN IP address and IP pool range of DHCP server settings with
100~199 as BiGuard 30’s default DHCP IP pool range.)

Idle Timeout™ ” Min: Specify the time for remote peer to be disconnected without
any activities, from 0~120.

Click Create to create a new PPTP VPN connection account.
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PPTP
Add PPTP Account

Connection Mame l—

Tunnel * Enable " Disable

Username I

Password l—

Retype Password I

Connection Type ' Remote Access © LAN to LAN
Peer Network P I I I I

Peer Metmask | | I I
MNetbios Broadcast  Enable  Disahle

Apply |

onfig to Flash

Connection Name: A user-defined name for the connection.

Tunnel: Select Enable to activate this tunnel. Select Disable to deactivate this
tunnel.

Username: Please input the username for this account.

Password: Please input the password for this account.

Retype Password: Please repeat the same password as previous field.
Connection Type: Select Remote Access for single user, Select LAN to LAN for
remote gateway.

Peer Network IP: Please input the IP for remote network.

Peer Netmask: Please input the Netmask for remote network.

Netbios Broadcast: Allows BiGuard to send local Netbios Broadcast packet through
the PPTP Tunnel, please select Enable or Disable.

4.4.6 QoS
BiGuard 2/10 can optimize your bandwidth by assigning priority to both inbound

and outbound data with QoS. This menu allows you to configure QoS for both
inbound and outbound traffic.
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Quality of Service
WAN Outbound

QoS function " Enable  Disable Rule Table

Max ISP Bandwidth 102400 kbps Bandwidth Settings ©
WAN Inbound

QoS function " Enable * Disahle Rule Table g

Max ISP Bandwidth 102400 kbps Bandwidth Settings &

Apply |

nfig to Flash

The first menu screen gives you an overview of which WAN ports currently have QoS
active, and the bandwidth settings for each.

WAN Outbound:

QoS Function: QoS status for WAN outbound. Select Enable to activate QoS for
WAN'’s outgoing traffic. Select Disable to deactivate.

Max ISP Bandwidth: The maximum bandwidth afforded by the ISP for WAN’s
outbound traffic.

WAN Inbound:

QoS Function: QoS status for WAN inbound. Select Enable to activate QoS for
WAN'’s incoming traffic. Select Disable to deactivate.

Max ISP Bandwidth: The maximum bandwidth afforded by the ISP for WAN’s

inbound traffic.

Creating a New QoS Rule

To get started using QoS, you will need to establish QoS rules. These rules tell the
BiGuard 2/10 how to handle both incoming and outgoing traffic. The following
example shows you how to configure WAN Outbound QoS. Configuring the other

traffic types follows the same process.

To make a new rule, click Rule Table. This will bring you to the Rule Table which
displays the rules currently in effect.
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to Flash

Quality of Service

WAN Outhound Qo35 Rule Table ( total 0 rules used / maximum 40 rules. )

Application

Mor-Assigned Bandwidth Ratio

Create

Guaranteed

Maximurn Priority
100% (102400 kbps)

Next, click Create to open the QoS Rule Configuration window.

Quality of Service

Address Type

Bandwidth Type

Source [P Address Range
Destination [P Address Range

Add Qo3 Rule
Interface WAN Cutbound
Application I
Guaranteed I'I— o
M aximurm 100 o
Priority 3 (Mormal) =
DSCP Marking [Disable =]

@ |P Address O MAC Address

% Shared Bandwidth © Bandwidth per Source P Address
Frarn |0.0.0.0 T |255.255.255.255
Frarn [0.0.0.0 T |255.256.255.255

Protocol IAny 'l

Source Port Range  Helper Fram |1 Ta |65535
Destination Part Range  Helper ©  From |1 Ta |65535

Apply |

Application: User defined application name for the current rule.

Packet Type: The type of packet this rule applies to. Choose from Any, TCP, UDP,
or ICMP.

Guaranteed: The guaranteed amount of bandwidth for this rule as a percentage.
Maximum: The maximum amount of bandwidth for this rule as a percentage.
Priority: The priority assigned to this service. Select a value from 0 to 6, 0 being
highest.

DSCP Marking: Used to classify traffic. Select from Best Effort, Premium, Gold
Service (High Medium, Low), Silver (H,M,L), and Bronze (H,M,L).

Address Type: The type of address this rule applies to. Select IP Address or MAC
Address.

Bandwidth Type:

Shared Bandwidth: Please select Shared Bandwidth if you would like the specified
bandwidth to be shared for all IP address in specified IP range.
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Bandwidth per source IP Address: Please select Bandwidth per source IP
Address if you would like the specified bandwidth to be applied individually per
source IP address in specified IP range.

For IP Address (default)...

Source IP Address Range: The range of source IP Addresses this rule applies to.
Destination IP Address Range: The range of destination IP Addresses this rule
applies to.

Source Port Range: The range of source ports this rule applies to.

Destination Port Range: The range of destination ports this rule applies to.
Helper: You could also select the application type you would like to apply for
automatic input.

Click Apply to save your changes.

For MAC Address:

Quality of Service

Apply |

Add QoS Rule
Interface WAN Cutbound
Application I
Guarantesd |1— %
aximum 100 %
Priority 3 (Mormal) =
DSCF Marking IDisahIe 'I
Address Type C|P Address & MAC Address
Source MAC Address  Candidates © | (0, 330 333 00 )
Protacaol m
Source Port Range  Helper Frarm |1— Ta IW
Destination Port Range  Helper From |1— Ta IW

Source MAC Address: The source MAC Address of the device this rule applies to.

Candidates: You can also select the Candidates which are referred from the ARP

table for automatic input.

Source Port Range: The range of source ports this rule applies to.

Destination Port Range: The range of destination ports this rule applies to.

Click Apply to save your changes.

Helper: You could also select the application type you would like to apply for

automatic input.

4.4.7 Virtual Server

In TCP/IP and UDP networks, a port is a 16-bit humber used to identify which



application program (usually a server) incoming connections should be delivered to.
Some ports have numbers that are pre-assigned to them by the Internet Assigned
Numbers Authority (IANA), and these are referred to as "well-known ports". Servers

follow the well-known port assignments so clients can locate them.

If you wish to run a server on your network that can be accessed from the WAN (i.e.
from other machines on the Internet that are outside your local network), or any
application that can accept incoming connections (e.g. peer-to-peer applications)
and are using NAT (Network Address Translation), then you will usually need to
configure your router to forward these incoming connection attempts using specific
ports to the PC on your network running the application. You will also need to use
port forwarding if you want to host an online game server. The reason for this is that
when using NAT, your publicly accessible IP address will be used by and point to your
router, which then needs to deliver all traffic to the private IP addresses used by
your PCs. Please see the WAN Configuration section of this manual for more

information on NAT.

BiGuard 2/10 can also be configured as a virtual server so that remote users

accessing services such as Web or FTP services via the public (WAN) IP address can
be automatically redirected to local servers in the LAN network. Depending on the
requested service (TCP/UDP port number), the device redirects the external service

request to the appropriate server within the LAN network.

4.4.7.1 DMZ

The DMZ Host is a local computer exposed to the Internet. When setting a particular
internal IP address as the DMZ Host, all incoming packets will be checked by the
Firewall and NAT algorithms then passed to the DMZ host, when a packet received

does not use a port number used by any other Virtual Server entries.

Caution: Such Local computer exposure to the Internet may face a variety of

security risks.
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Virtual Server (Port Forwarding)
oMz
Enable DME Function ™ Enabla ™ Disabls
DMZIP Addmss Candidates O [ ! . |

oty |

Firewall Pan Forwarding Table
VPN Agpbeation Protacel Extamal P Extemal Fort Intarmnal IF Inteenal Pon
Qas
Wil Sareer
antd
Config to Flagh

Systen

Craata

Enable DMZ function:

Enable: Activates your router’'s DMZ function.

Disable: Default setting. Disables the DMZ function.
DMZ IP Address: Give a static IP address to the DMZ Host when the Enable radio
button is selected. Be aware this IP will be exposed to the WAN/Internet.
Candidates: You can also select the Candidates which are referred from the ARP

table for automatic input.

Select the Apply button to apply your changes.

4.4.7.2 Port Forwarding

Because NAT can act as a "natural" Internet firewall, your router protects your
network from being accessed by outside users, as all incoming connection attempts
will point to your router unless you specifically create Virtual Server entries to

forward those ports to a PC on your network.

When your router needs to allow outside users to access internal servers, e.g. a web
server, FTP server, Email server or game server, the router can act as a "virtual
server". You can set up a local server with a specific port number for the service to
use, e.g. web/HTTP (port 80), FTP (port 21), Telnet (port 23), SMTP (port 25), or
POP3 (port 110). When an incoming access request is received, it will be forwarded

to the corresponding internal server.
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Virtual Server (Port Forwarding)

DMZ
Enable D3I Function ™ Enabla ™ Disabls
DT IP Addrass Candidates O | | | | F | F

LAN

WAN Agsly |

Syshem

Fingwall Pan Forwarding Takle

VPN Agpbeation Protacel Extamal P Extemal Fort Intarmnal IF Intaenal Por:
e Craate

Wirlual Serear

Adwanced

Save Config 1o Flagh

Click Create to add a new port forwarding rule. There are two port forwarding
modes: Port Range Mapping and Port Redirection.

This function allows any incoming data addressed to a range of service port
numbers (from the Internet/WAN Port) to be re-directed to a particular LAN
private/internal IP address. This option gives you the ability to handle applications

that use more than one port such as games and audio/video conferencing.

Virtual Server
Add Forwarding Rule
Application  Helper ©

Pratocal m

External Port |1—~IW
Redirect Port |1—~IW
External IP Address  Candidates € |[| _|D _|D _ID
Internal IP Address  Candidates © |E| _||j _|U _ID

Apply |

onfig to Flash

Application: User defined application name for the current rule.

Helper: You could also select the application type you would like to apply for
automatic input.

Protocol type: please select protocol type

External Port: Enter the port number of the service that will be sent to the Internal
IP address.

Redirect Port: Enter a new port number for the service that will be sent to the
Internal IP address.

External Port Range: Enter the port number of the service that will be sent to the
Internal IP address.

External IP Address: Please click candidate to select the WAN interface or the WAN
IP address.
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Internal IP Address: Enter the LAN server/host IP address that the service request
from the Internet will be sent to.
Candidates: You can also select the Candidates which are referred from the ARP
table for automatic input.

NOTE: You need to give your LAN server/host a static IP address for the Virtual
Server to work properly.

Click Apply to save your changes.

Using port forwarding does have security implications, as outside users will be able
to connect to PCs on your network. For this reason, using specific Virtual Server
entries just for the ports your application requires, instead of using DMZ is

recommended.

4.4.8 Advanced

Configuration options within the Advanced section are for users who wish to take
advantage of the more advanced features of BiGuard 2/10. Users who do not
understand the features should not attempt to reconfigure their router, unless
advised to do so by support staff.

There are five items within the Advanced section: Static Route, Dynamic

DNS ,Device Management, IGMP and VLAN Bridge.

WLAM Bridge

There are three items within the Advanced section: Static Route, Dynamic DNS and

Device Management.

4.4.8.1 Static Route

The static route settings enable the router to route IP packets to another network
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(subnet). The routing table stores the routing information so the router knows
where to redirect the IP packets.

Static Route
Snatic Route Table
o Ersbis Daztem Mstmask Gatawmy e

Creatn D

Click on Static Route and then click Create to add a routing table.

Static Route
Create Rule
Rule " Enable & Disahle
Destination fo o o o
Mt ask fo o o o
Gateway |D ) |D . |D ; |D Interface LAMN =
Cost IE
Apply |

Rule: Select Enable to activate this rule, Disable to deactivate this rule.
Destination: This is the destination subnet IP address.

Netmask: This is the subnet mask of the destination IP addresses based on above
destination subnet IP.

Gateway: This is the gateway IP address to which packets are to be forwarded.
Interface: Select the interface through which packets are to be forwarded.

Cost: This is the same meaning as Hop.
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Click Apply to save your changes.

4.4.8.2 Dynamic DNS

The Dynamic DNS function allows you to alias a dynamic IP address to a static
hostname, allowing users whose ISP does not assign them a static IP address to use
a domain name. This is especially useful when hosting servers via your WAN
connection, so that anyone wishing to connect to you may use your domain name,
rather than having to use a dynamic IP address that changes periodically. This
dynamic IP address is the WAN IP address of the router, which is assigned to you by
your ISP. Click Edit in the Dynamic DNS Settings Table to set related parameters for

a specific interface.

Dynamic DNS Settings

Parameters

Dynamic DMS " Enahle ¥ Disahle
Dynarmic DNS Senver [MOME =
Wildcard " Enable Disable

Darmain Mame |

Usernarne |

Password |

Apply |

You will first need to register and establish an account with the Dynamic DNS
provider using their website,

Example: DYNDNS

http://www.dyndns.org/

(BiGuard 2/10 supports several Dynamic DNS providers , such as

www.zoneedit.com , www.orgdns.org , www.dhs.org , www.dyns.cx ,

www.3domain.hk , www.dyndns.org , www.3322.0rg )

Dynamic DNS:
Disable: Check to disable the Dynamic DNS function.
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Enable: Check to enable the Dynamic DNS function. The following fields will be
activated and required:
Dynamic DNS Server: Select the DDNS service you have established an account
with.
Wildcard: Select this check box to enable the DYNDNS Wildcard.
Domain Name: Enter your registered domain name for this service.
Username: Enter your registered user name for this service.

Password: Enter your registered password for this service.

Click Apply to save your changes.

4.4.8.3 Device Management

The Device Management Advanced Configuration settings allow you to control your

router’s security options and device monitoring features.

Device Management
Duice Name
Name [iGuarain
Weh Serenr Settings
— * HTTP Fon E B0 k% defaul HTTP pon)
:-.M‘J Managamen [P Addrees FI _.| _F] _h {000 means Any)
:::'IT Ewgiotoautologout oo soconds
e SHMP* Access Contral
s SMMF Funciion ™ Enable ¥ Digable
SHMP V1 and V2
b Fesd Ceemmurty [oubhe B Addess 0000
o Wite Comenunity [password Faddess [poon
Static Rowte — —
Dynamic DNS IRe Comimamty LA
SHMP V3
El:::_-lu Management T li T li
WLAN Bridgn A5kl i) W
Sawve Conhg bo Flash = This sething Wil becoms elfecitve alter you seve to ssh and restart ihe router.
Aaply

Device Name

Name: Enter a name for this device.

Web Server Settings

HTTP Port: This is the port number the router’'s embedded web server (for
web-based configuration) will use. The default value is the standard HTTP port, 80.
Users may specify an alternative if, for example, they are running a web server on
a PC within their LAN.
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Management IP Address: You may specify an IP address allowed to logon and access
the router’s web server. Setting the IP address to 0.0.0.0 will disable IP address
restrictions, allowing users to login from any IP address.

Expire to auto-logout: Specify a time frame for the system to auto-logout the user’s

configuration session.

Example: User A changes HTTP port number to 100, specifies their own IP address
of 192.168.1.100 and sets the logout time to be 100 seconds. The router will only
allow User A access from the IP address 192.168.1.100 to logon to the Web GUI by
typing: http://192.168.1.254:100 in their web browser. After 100 seconds, the
device will automatically logout User A.

SNMP Access Control

SNMP Function: Select Enable to activate this function, Disable to deactivate this
function.

SNMP V1 and V2

Read Community: Input the string for Read community to match your SNMP
software.

Write Community: Input the string for Write community to match your SNMP
software.

Trap Community: Input the string for Trap community to match your SNMP
software.

IP Address: Input the device IP address with SNMP software installed.

SNMP V3

Username: Input the Username for your SNMP software.

Password: Input the Password for your SNMP software.

Access Right: Select Read to allow your SNMP software to read the information.

Select Read/Write to allow your SNMP software to read and write the information.

4.4.8.4 I1GMP

IGMP snooping and IGMP proxy are functions to be used for home users who will

access IPTV applications.
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Paramatars
IGMP Snooping " Enable 1 Disable
KGMP Proxy " Enable ¥ Disable

LV - This satting well Bacans alfoctive after you am 16 (Gah and sata thh souter

i [l

. | swecowsa N gestanr J looour
IGMP Snooping: Please select enable or disable IGMP Snooping function.

IGMP Proxy: Please select enable or disable the IGMP Proxy function.

Click Apply to apply this function, and please note that the setting will become

effective after you save to flash and restart the router.
4.4.8.5 VLAN Bridge

This section allows you to create VLAN group and specify the member.
VLAN Bridge

Parameters

WLAN Bridge " Ensbls & Dieshla

tesh |

VLAN Bridge Tabls

Mame VLANID  Tagged Pons  UnTagged Porls Edit Ditlirte

Defsuk I P1F2F3,.P4 PSS FT P8 Editg
Craabe

[ saveconnc N mestarr B Locour |
VLAN Bridge: Select enable or disable to use VLAN Bridge function.

Click Create to create another VLAN group.
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Create VLAN
VLAN Hame VLANID 0 { 2-4000
Taggnd Membs: Fortis) Clwan #Bt P* #P3 P4 P5 P Pr P8
Untagged Mamber Poisl  [CIWAN _F1 P2 P3- P4 PE PE BT PR

- Hutun. @

wymam
T
e
Qi

Corfiguration
LAN

Wirtal Dbt
Fye—
Simtic Foiiw

Dynamis O
Tz Manmgrenad
Lt o

WLAN Bndige

Save Codfig o Flash

VLAN Name: Please input VLAN name of this rule.

VLAN ID: Please input VLAN ID that will be used for Tagged member port(s).
Tagged Member port(s): Please check the interface that you would like to use in this
VLAN ID group.

Untagged Member port(s): Please check the interface that you would like to use in
this VLAN ID group.

Click Apply to add this rule.

4.5 Save Configuration To Flash

After changing the router’s configuration settings, you must save all of the
configuration parameters to flash memory to avoid them being lost after turning off
or resetting your router. Click Apply to write your new configuration to flash

memory.

Save Config to Flash
Please confirm that you wish to save the configuration.

There will be a delay while saving as configuration information is weitten to FLASH chips.

Apply |

4.6 Logout

To exit the router’s web interface, click Logout. Please ensure that you have saved
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your configuration settings before you logout.

Microsoft Internet E x|

& Successhul

Be aware that the router is restricted to only one PC accessing the web configuration
interface at a time. Once a PC has logged into the web interface, other PCs cannot
gain access until the current PC has logged out. If the previous PC forgets to logout,
the second PC can access the page after a user-defined period (5 minutes by

default). You can modify this value using the Advanced > Device Management
section of the Web Configuration Interface. Please see the Advanced section of this

manual for more information.

116



Chapter 5: Troubleshooting

5.1 Basic Functionality

This section deals with issues regarding your BiGuard 2/10’s basic functions.
5.1.1 Router Won’t Turn On

If the Power and other LEDs fail to light when your BiGuard 2/10 is turned on:

- Make sure that the power cord is properly connected to your firewall and that the
power supply adapter is properly connected to a functioning power outlet.

- Check that you are using the 12VDC power adapter supplied by Billion for this

product.

If the error persists, you may have a hardware problem, and should contact
technical support.

5.1.2 LEDs Never Turn Off

When your BiGuard 2/10 is turned on, the LEDs turn on for about 10 seconds and

then turn off. If all the LEDs stay on, there may be a hardware problem.
If all LEDs are still on one minute after powering up:

- Cycle the power to see if the router recovers.

- Clear the configuration to factory defaults.

If the error persists, you may have a hardware problem, and should contact
technical support.

5.1.3 LAN or Internet Port Not On

If either the LAN LEDs or Internet LED does not light when the Ethernet connection

is made, check the following:
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- Make sure each Ethernet cable connection is secure at the firewall and at the hub
or workstation.

- Make sure that power is turned on to the connected hub or workstation.

- Be sure you are using the correct cable. When connecting the firewall’s Internet
port to a cable or DSL modem, use the cable that was supplied with the cable or DSL
modem. This cable could be a standard straight-through Ethernet cable or an
Ethernet crossover cable.

5.1.4 Forgot My Password

Try entering the default User Name and Password:

User Name: admin

Password: admin

Please note that both the User Name and Password are case-sensitive.

If this fails, you can restore your BiGuard 2/10 to its factory default settings by

holding the Reset button on the back of your router until the Status LED begins to

blink. Then enter the default User Name and Password to access your router.

5.2 LAN Interface

Refer to this section for issues relating to BiGuard 2/10’s LAN Interface.

5.2.1 Can’t Access BiGuard 2710 from the LAN

If there is no response from BiGuard 2/10 from the LAN:

- Check your Ethernet cable types and each connection.

- Make sure the computer’s Ethernet adapter is installed and functioning properly.

If the error persists, you may have a hardware problem, and should contact

technical support.

5.2.2 Can’t Ping Any PC on the LAN

If PCs connected to the LAN cannot be pinged:
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- Check the 10/100 LAN LEDs on BiGuard 2/10’s front panel. One of these LEDs
should be on. If they are both off, check the cables between BiGuard 2/10 and the
hub or PC.

- Check the corresponding LAN LEDs on your PC’s Ethernet device are on.

- Make sure that driver software for your PC’s Ethernet adapter and TCP/IP software
is correctly installed and configured on your PC.

- Verify the IP address and the subnet mask of BiGuard 2/10 and the computers are

on the same subnet.

5.2.3 Can’t Access Web Configuration Interface

If you are having trouble accessing BiGuard 2/10’s Web Configuration Interface

from a PC connected to the network:

- Check the connection between the PC and the router.
- Make sure your PC’s IP address is on the same subnet as the router.
- If your BiGuard 2/10's IP address has changed and you don’t know the current IP
address, reset the router to factory defaults by holding the Reset button on the back
of your router for 6 seconds. This will reset the router’s IP address to
192.168.1.254.
- Check to see if your browser had Java, JavaScript, or ActiveX enabled. If you are
using Internet Explorer, click Refresh to ensure that the Java applet is loaded.
- Try closing the browser and re-launching it.
- Make sure you are using the correct User Name and Password. User Names and
Passwords are case-sensitive, so make sure that CAPS LOCK is not on when
entering this information.
- Try clearing your browser’s cache.

1. With Internet Explorer, click Tools > Internet Options.

2. Under the General tab, click Delete Files.
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Internet Options B il x|

General |Sen:urity| F"rivac:yl Cuntentl Cunnectiunsl Frograms | f-\duancedl

—Home page

[& “f'ou can change which page to use for your home page.
Address: |http:,","uﬁmw.billi|:|n.n::|:|m

Llse Current | Llze Default Llse Blank

—Temporary Internetfiles

il E Fages vou view on the Internet are stored in a special falder for

H quick wiewing later.

L%

Delete Cookies.. Delete Eiles.. oettings...

—History

The History folder contains links to pages you've visited, for quick
2 access to recently viewed pages.

Diays to keep pages in histony: |2EI E Clear Histony
Calars... | Fants... | Languages... | Accassibility. .
oK, Cancel | Apply

3. Make sure that the Delete All Offline Content checkbox is checked, and click

OK.
Delete Files x|

& Delete all files in the Temporary Internet Files

You can also delete all your offline content stored
locally,

V¥ Delete all offline content:

I Cancel

4. Click OK under Internet Options to close the dialogue.
- In Windows, type arp —d at the command prompt to clear you computer’s ARP
table.
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5.2.3.1 Pop-up Windows

To use the Web Configuration Interface, you need to disable pop-up blocking. You
can either disable pop-up blocking, which is enabled by default in Windows XP
Service Pack 2, or create an exception for your BiGuard 2/10’s IP address.

Disabling All Pop-ups

In Internet Explorer, select Tools > Pop-up Blocker and select Turn Off Pop-up

Blocker.
|@ about:blank - Microsoft Internet Explorer g
J?

Fle Edt Vew Favorites | Tools  Hep

Mai and News v P
M: = A
iﬂ Pop-up Blocker ¥ Tum Off Pop-up Blocker = = & ‘4%

Manage Add-ons... Pop-up Blocker Settings... B

mis
Synchronize... | £
Windows Update

Address |&] about:blank

Windows Messenger
Sun Java Consale

Internet Options. ..

You can also check if pop-up blocking is disabled in the Pop-up Blocker section in
the Privacy tab of the Internet Options dialogue.

1. In Internet Explorer, select Tools > Internet Options.

2. Under the Privacy tab, clear the Block pop-ups checkbox and click Apply to
save your changes.

Enabling Pop-up Blockers with Exceptions

If you only want to allow pop-up windows with your BiGuard 2/10:

1. In Internet Explorer, select Tools > Internet Options.

2. Under the Privacy tab, click Settings to open the Pop-up Blocker Settings

dialogue.
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|@ about:blank - Microsoft Internet Explorer

Fle Edt Vew Favorites | Tools  Hep

Mail and News
|ﬂ Bop-up Blocker

Manage Add-ons...

Synchronize...

' a
€] >] ) 5.7 Favorites {‘? -

&) about:blank

S ~]

EELAO3

v Be

»

Windows Update

Windows Messenger
5un Java Console

Internet Options...

Settings

@ Movethe siderto select a privacy sefting forthe Intemet
= zone.

Medium

- Blocks third-party cookies that do not have a compact
privacy policy
- Blocks third-party cookies that use personally identfisble
L_F  information without your implicit consent
| - Restricts first-party cookiss that uss parsonally identfizble
information without implicit consent

[__stes.. ][ import.. ] [Advanced

Pop-up Blocker
Prevent most pop-up windows from appearing.

[¥] Block pop-ups

| General || Securty | Privacy | Cantent || Connections | Programs | Advanced |

Pop-up Blocker Settings

Exceptions

Pop-ups are curertly blocked. You can allow pop-ups from specic
Web sites by adding the site to the list below

Address of Web site to allow:
|

Allowed sites:

Notfications and Fiter Level
Play  sound when a pop-up is blocked
Show Information Bar when @ pop-up is blocked

Fiter Level
| Medium; Block most automatic pop-ups [+]
Pop-up Blocker FAQ

Enables you to change settings.

3. Enter the IP address of your router.

4. Click Add to add the IP address to the list of Allowed sites.

5. Click Close to return to the Privacy tab of the Internet Options dialogue.

6. Click Apply to save your changes.

5.2.3.2 Javascripts

If the Web Configuration Interface is not displaying properly in your browser, check

to make sure that JavaScripts are allowed.

1. In Internet Explorer, click Tools > Internet Options.

2. Under the Security tab, click Custom Level.
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Security Settings 2=l
2] 2=
| General Secuiy |F‘||vaw l:umenll Connections | Programs | Advanced | | Settings:
N [2)] scripting = F
[ 2] Active scripting -
O Disable
® Enable
Localintranet  Trustedskes  Restiicted © Frompt
sites. [B) Allows paste operations via script
© Disable
Intemet @ Enable
This zone contains all Web sites you Sites, © Prompt
|B) Seripting of Java applets
haven't placed in other zones ; 5
N © Disable
Secuity level for this zone ® Enable J
© Prompt
Cm(\n W e Ao bbonbic i _'LI
|5 »
To::hmgelhesellngs click Custom Level
- Touse the recommended ssltings, cick Defaul Lavel Resat custom settings
Reset to: |Madium o Reset
Customlevel. |  DefautLevel | Cancel
ok | concel | y |

3. Under Scripting, check to see if Active scripting is set to Enable.
4. Ensure that Scripting of Java applets is set to Enable.
5. Click OK to close the dialogue.

5.2.3.3 Java Permissions

The following Java Permissions should also be given for the Web Configuration
Interface to display properly:

1. In Internet Explorer, click Tools > Internet Options.

2. Under the Security tab, click Custom Level.

T e e T e e
T BT eccuryseomes i
| Beneral Securty |Pmaw1 I:u'leril Coanections | Progiams | Advenced | Settings:
. Selecta i © Disable |
@ Enable -
[ Font download
O Disable
Iemet  Locdlinionel Trustedstes  Resticled @ Enable J

© Prompt
[=) Microsoft vm

Indsenel . (53 Java permissions
Thsmnemmr all Web sites pou Bies O custom
cvan placed ot 2ones O Disable Java
2 @ High safety
2 for the sane O Low safety
Medium safet:
Custom ° 7 _':l
Custom selt 3
-Tochange lhe settings, click Custom Level
- Touse the recommended settings. click Delwl Level. Reset custom settings
Reset to:  |Medium h Reset
CustomLevel. |  Defautlevel | Eanzal

3. Under Microsoft VM*, make sure that a safety level for Java permissions is
selected.
4. Click OK to close the dialogue.

NOTE: If Java from Sun Microsystems is installed, scroll down to Java (Sun) and
ensure that the checkbox is filled.
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5.3 WAN Interface

If you are having problems with the WAN Interface, refer to the tips below.

5.3.1 Can’t Get WAN IP Address from the ISP

If the WAN IP address cannot be obtained from the ISP:

- If you are using PPPoE or PPTP, you will need a user name and password. Ensure
that you have entered the correct Service Type, User Name, and Password.
Note that user names and passwords are case-sensitive.

- If your ISP requires MAC address authentication, clone the MAC address from your
PC on the LAN as BiGuard 2/10's WAN MAC address.

- If your ISP requires host nhame authentication, configure your PC’s name as

BiGuard 2/10’s system name.

5.4 ISP Connection

Unless you have been assigned a static IP address by your ISP, your BiGuard 2/10
will need to request an IP address from the ISP in order to access the Internet. If
your BiGuard 2/10 is unable to access the Internet, first determine if your router is
able to obtain a WAN IP address from the ISP.

To check the WAN IP address:

1. Open your browser and choose an external site (i.e. www.billion.com).

o

in Quick Response

taot Us
Wl & a3 b ifity while keeping Net
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2. Access the Web Configuration Interface by entering your router’s IP address
(default is 192.168.1.254).

) Security Broadband Router - Microsoft Internet Explorer

Fle Edt Vew Favortes Toos Help

| Qsearch GFavortes veda F | B S

3. The WAN IP Status is displayed on the first page.

, BILLION . BiGuard 2 jusiness Security Gateway Home-Office

Status _Refresh |
Stafis Device Information
Quick Start . .
Device Name BiGuard2
Configuration ”
Private LAN Mac Address 00:13:31:45:26:FF
Save Config to Flash .
Public WAN Mac Address 00:13:31:45:27:00
Firmware Version 1.01
Home URL Billion Electric Co. Ltd.
LAN
IP Address © 192.168.1.254
Netmask 255.255.255.0
DHCP Server © Enabled
WAN
Connection Method © Connect by Static IP Settings
IP Address 211.21.69.53
Netmask 255.255.255.248
Gateway 211.21.69.49
168.95.192.1
DS 168.95.1.1

4. Check to see that the WAN port is properly connected to the ISP. If a Connected
by (x) where (x) is your connection method is not shown, your router has not

successfully obtained an IP address from your ISP.

If an IP address cannot be obtained:

1. Turn off the power to your cable or DSL modem.

2. Turn off the power to your BiGuard 2/10.

3. Wait five minutes and power on your cable or DSL modem.

4. When the modem has finished synchronizing with the ISP (generally shown by
LEDs on the modem), turn on the power to your router.

If an IP address still cannot be obtained:

- Your ISP may require a login program. Consult your ISP whether they require
PPPoE or some other type of login.

- If your ISP requires a login, check to see that your User Name and Password are
entered correctly.

- Your ISP may check for your PC’s host name. Assign the PC Host Name of your ISP

125



account as your PC’s host name on the router.
- Your ISP may check for your PCs MAC address. Either inform your ISP that you
have purchased a new network device and ask them to use your router’s MAC

address, or configure your router to spoof your PC’s MAC address.

If an IP address can be obtained, but your PC cannot load any web pages from the

Internet:

- Your PC may not recognize DNS server addresses. Configure your PC manually
with DNS addresses.

- Your PC may not have the router correctly configured as its TCP/IP gateway.
5.5 Problems with Date and Time

If the date and time is not being displayed correctly, be sure to set it for your
BiGuard 2/10 via the Web Configuration Interface. Both date and time can be found

under Configuration > System > Time Zone.

5.6 Restoring Factory Defaults

You can restore your BiGuard 2/10 to its factory settings by holding the Reset button
on the back of your router until the Status LED begins to blink. This will reset your

router to its default settings.

e @l:l MEEEEEEE
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Appendix A: Product Specifications

A.1 BiGuard 10 Product Specifications

Power

Status 1 2345/275

Virtual Private Network

- IPSec VPN, supports up to 10 IPSec tunnels

- IPSec VPN performance is up to 20 Mbps

- PPTP VPN, support up to 4 PPTP tunnels

- PPTP VPN performance is up to 10 Mbps

- Manual key, Internet Key Exchange (IKE) authentication and Key Management
- Authentication (MD5 / SHA-1)

- DES/3DES encryption

- AES 128/192/256 encryption

- IP Authentication Header (AH)

- IP Encapsulating Security Payload (ESP)

- IPSec VPN concentrator

- Dynamic IPSec VPN (FQDN) support

- IPSec NAT Traveersal (IPSec NAT-T)

- IPSec DPD (Dead Peer Detection)

- Supports remote access and office-to-office IPSec Connections
- PPTP Server

- Netbios over VPN

Firewall
- Stateful Packet Inspection (SPI) and Denial of Service (DoS) prevention
- Packet filter un-permitted inbound (WAN)/Inbound
(LAN) Internet access by IP address, port number and packet type
- Email alert and logs of attack
- MAC Address Filtering
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- Intrusion detection

Content Filtering
- URL Filter settings prevent user access to certain sites on the Internet
- Java Applet/Active X/Cookie Blocking

Quality of Service Control
- Supports DiffServ approach
- Traffic prioritization and bandwidth management based-on IP protocol, port

number and IP or MAC address

Web-Based Management
- Easy-to-use WEB interface
- Firmware upgradeable via WEB interface

- Local and remote management via HTTP & HTTPS

Network Protocols and Features

- Web Diagnostics

- System Logs

- PPPoE, PPTP, Big Pond and DHCP client connections to the ISP
- NAT, static routing and RIP-2

- Router Mode (NAT Disable)

- Dynamic Domain Name System (DDNS)

- Virtual Server and DMZ

- DHCP Server

- NTP

- SMTP Client

- SNMP

- SIP Pass-through

- IGMP snooping & IGMP Proxy

- Port based VLAN Bridge mode

- Multiple NAT (Multiple LAN & Multiple WAN)

Physical Interface
Ethernet WAN 1 ports (10/100 Base-T), support Auto- Crossover (MDI/MDIX)
Ethernet LAN 8 ports (10/100 Base-T) switch, support Auto- Crossover (MDI/MDIX)
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Physical Specifications
Dimensions: 18.98" x 6.54" x 1.77" (482mm x 166 mm x 45mm, with Bracket)
9.84" x 6.54" x 1.38" (250mm x 166 mm x 35mm, non Bracket)

Power Requirement
Input: 12VDC, 1A

Operating Environment

- Operating temperature: 0 ~ 40 degrees Celsius
- Storage temperature: -20 ~ 70 degrees Celsius
- Humidity: 20 ~ 95% non-condensing
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A.2 BiGuard 2 Product Specifications

Virtual Private Network

- IPSec VPN, supports up to 2 IPSec tunnels

- IPSec VPN performance is up to 4 Mbps

- PPTP VPN, support up to 4 PPTP tunnels

- PPTP VPN performance is up to 10 Mbps

- Manual key, Internet Key Exchange (IKE) authentication and Key Management
- Authentication (MD5 / SHA-1)

- DES/3DES encryption

- AES 128/192/256 encryption

- IP Authentication Header (AH)

- IP Encapsulating Security Payload (ESP)

- IPSec VPN concentrator

- Dynamic IPSec VPN (FQDN) support

- IPSec NAT Traveersal (IPSec NAT-T)

- IPSec DPD (Dead Peer Detection)

- Supports remote access and office-to-office IPSec Connections
- PPTP Server

- Netbios over VPN
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Firewall
- Stateful Packet Inspection (SPI) and Denial of Service (DoS) prevention
- Packet filter un-permitted inbound (WAN)/Inbound
(LAN) Internet access by IP address, port number and packet type
- Email alert and logs of attack
- MAC Address Filtering

- Intrusion detection

Content Filtering
- URL Filter settings prevent user access to certain sites on the Internet

- Java Applet/Active X/Cookie Blocking

Quality of Service Control
- Supports DiffServ approach
- Traffic prioritization and bandwidth management based-on IP protocol, port

number and IP or MAC address

Web-Based Management

- Easy-to-use WEB interface

- Firmware upgradeable via WEB interface

- Local and remote management via HTTP & HTTPS

Network Protocols and Features

- Web Diagnostics

- System Logs

- PPPoE, PPTP, Big Pond and DHCP client connections to the ISP
- NAT, static routing and RIP-2

- Router Mode (NAT Disable)

- Dynamic Domain Name System (DDNS)

- Virtual Server and DMZ

- DHCP Server

- NTP

- SMTP Client

- SNMP

- SIP Pass-through

- IGMP snooping & IGMP Proxy

- Port based VLAN Bridge mode

- Multiple NAT (Multiple LAN & Multiple WAN)
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Physical Interface
Ethernet WAN 1 ports (10/100 Base-T), support Auto- Crossover (MDI/MDIX)
Ethernet LAN 8 ports (10/100 Base-T) switch, support Auto- Crossover (MDI/MDIX)

Physical Specifications
Dimensions: 10.43" x 6.93" x 1.73" (265mm x 176 mm x 44mm)

Power Requirement
Input: 12VDC, 1A

Operating Environment
- Operating temperature: 0 ~ 40 degrees Celsius
- Storage temperature: -20 ~ 70 degrees Celsius

- Humidity: 20 ~ 95% non-condensing
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Appendix B: Customer Support

Most problems can be solved by referring to the Troubleshooting section in the
User’s Manual. If you cannot resolve the problem with the Troubleshooting chapter,

please contact the dealer where you purchased this product.

Contact Billion
Worldwide
http: //www.billion.com

-8 x|
ek - & - @D (8 4| Doearch GiFavortes @veda (B | B S
Agdress [] hetp: jwwu.billon comfcortact htm =] @0 \um »|

L Billon —-=Cartact Us

Contact Us

2 E-mail
= Foranyinquiry ahout our product or selling infarmation, you are welcome to e-mail us at sales@hillion.com.
< Forany question or requestto have technical support about Billion's praducts, please ermail us at email
support@billion.com
- For marketing senices, please email us at marketing@illion.com.
- For puklic relations, please contact us atpress@billion.com

our ive will be at your servi Where to Buy

(= myGuard users for /8 IREND. senvice support:
« Trend Micro Home Network Security Service Support Portal

+ TWISS-Billion Suppart for myGuard 7500GL

@ Where to Buy ( Glick"country for contact details. )

”~ *. r
4 e = /;‘
. o Dmm‘amrm,,-f/'/' T
Unied Kingdom s, Geany , B
i 7 ’
R o S /'F""“ USA (BEC)® —{usa eeC)
- = Bilion Headouarter ‘
> P <
> + Soutfisaster Asia )
4 s =l
{&] Done [ [ |4 meemet
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Appendix C: FCC Interference Statement

This device complies with Part 15 of FCC rules. Operation is subject to the following
two conditions:

- This device may not cause harmful interference.
- This device must accept any interference received, including interference that may
cause undesired operations.

This equipment has been tested and found to comply within the limits for a Class B
digital device pursuant to Part 15 of the FCC Rules. These limits are designed to
provide reasonable protection against harmful interference in a commercial
environment.

If this equipment does cause harmful interference to radio/television reception,
which can be determined by turning the equipment off and on, the user is
encouraged to try to correct the interference by one or more of the following

measures:

- Reorient or relocate the receiving antenna.

- Increase the separation between the equipment and the receiver.

- Connect the equipment into an outlet on a circuit different from that to which the
receiver is connected.

- Consult the dealer or an experienced radio/TV technician for help.
Notice:

Changes or modifications not expressly approved by the party responsible for

compliance could void the user’s authority to operate the equipment.
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Appendix D: Network, Routing, and Firewall Basics
D.1 Network Basics

D.1.1 IP Addresses

With the number of TCP/IP networks interconnected across the globe, ensuring that
transmitted data reaches the correct destination requires each computer on the
Internet has a unique identifier. This identifier is known as the IP address. The
Internet Protocol (IP) uses a 32-bit address structure, and the address is usually
written in dot notation.

A typical IP address looks like this:
198.25.12.8

The 32 bits of the address are subdivided into two parts. The first part of the address
identifies the network, while the second part identifies the host node or station on
the network. How the address is divided depends on the address range and the

application.

The five standard IP address classes each have different methods to determine the
network and host sections of the address, which makes multiple hosts on a network
possible. TCP/IP software identifies each address class by reading a unique bit
pattern that precedes each address type. Once the address class has been
recognized, the software can then correctly determine the addresses’ host section.

With this structure, IP addresses can uniquely identify each network and node.
D.1.1.1 Netmask

With each address class, the size of the two subdivided parts (network address and
host address) is implied by the class. A net mask associated with an IP address can
also express this partitioning. A net mask 32-bit quantity yields the network address
when combined with an IP address. As an example, the net masks for Class A, B,
and C are 255.0.0.0, 255.255.0.0, and 255.255.255.0 respectively.

Instead of dotted-decimal notation, the net mask can also be written in terms of the

number of ones from the left. This number is added to the IP address, following a

back slash (/). For example, a typical Class C address could be written as
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192.168.234.245/24, which means that the net mask is 24 ones followed by 8 zeros.
(11111111 11111111 11111111 00000000).

D.1.1.2 Subnet Addressing

Subnet addressing enables the split of one IP network address into multiple physical
networks. These smaller networks are called subnetworks, and these subnetworks
can make efficient use of each address when compared to needing a different

network number at each end of a routed link. This technique is especially useful in

smaller network environments, such as small office LANs.

A Class B address provides 16 bits of node numbers, which enable 65,536 nodes.
Since most organizations don’t require such a large number of nodes, the free bits

can be reassigned with subnet addressing.

Multiple Class C addresses can be made from a Class B address. For example, the IP
address of 172.20.0.0 allows eight extra bits to use as a subnet address, since node
addresses are limited to a maximum of 255. The IP address of 172.20.52.212 would

be read as IP network address 172.20, subnet number 52, and node number 212.

Besides extending the number of available addresses, this technique also allows a
network manager to design an address scheme for the network by using different
subnets. This can be useful when trying to distinguish other geographical locations

in the network or other departments in the organization.

D.1.1.3 Private IP Addresses

When isolated from the Internet, the hosts on your local network may be assigned
IP addresses with no conflicts. However, the Internet Assigned Numbers Authority
(IANA) has reserved several blocks of IP addresses for private networks. These

include:

10.0.0.0 - 10.255.255.255

172.16.0.0 - 172.16.255.255

192.168.0.0 - 192.168.255.255

When assigning IP addresses to your private network, be sure to use IP addresses

from these ranges.
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D.1.2 Network Address Translation (NAT)

Traditionally, multiple PCs that needed simultaneous Internet access also required a
range of IP addresses from the Internet Service Provider (ISP). Not only was this
method very costly, but the number of available IP addresses for PCs is limited.
Instead, BiGuard 2/10 uses a type of address sharing called Network Address
Translation to grant Internet access to several PCs on the same network through the
same Internet account. This method translates internal IP addresses to a single
address that is unique on the Internet. This unique address can either be fixed or
dynamic, depending on the type of Internet account, and the internal LAN IP

addresses may also be either private or registered addresses.

NAT also offers firewall-like protection to your network, since internal LAN
addresses are shielded from the public Internet. All incoming traffic to the public IP
address is handled by the router, which means added security for your network from
intruders. If a particular PC on your LAN requires access from outside PCs, you can
use port forwarding to accomplish this. For information on how to configure port
forwarding on BiGuard 2/10, refer to the Virtual Server section of Chapter 4:

Router Configuration.

D.1.3 Dynamic Host Configuration Protocol (DHCP)

If the PCs on a LAN require access to the Internet, each PC must be configured with
an IP address, a gateway address, and one or more DNS server addresses. Rather
than configuring each PC manually, you can instead configure a network device to
act as a Dynamic Host Configuration Protocol (DHCP) server. PCs on the network can
automatically obtain IP addresses from a list of addresses stored on the DHCP server.
In addition, other information such as gateway and DNS address can also be
assigned with a DHCP server. When connecting to the ISP, BiGuard 2/10 also
functions as a DHCP client. BiGuard 2/10 can automatically obtain an IP address,
subnet mask, gateway address, and DNS server addresses if the ISP assigns this

information via DHCP.

D.2 Router Basics

D.2.1 What is a Router?

A router is a device that forwards data packets along networks. A router is
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connected to at least two networks. Usually, this is a LAN and a WAN that is
connected to an ISP network. Routers are located at gateways, the places where
two or more networks connect. Routers use headers and forwarding tables to
determine the best path for forwarding the packets, and they use protocols to

communicate with each other and configure the best route between any two hosts.

Routers can vary in performance and scale, the types of physical WAN connection
they support, and the number of routing protocols supported. BiGuard 2/10 offers a
convenient and powerful way for small-to-medium businesses to connect their

networks.

D.2.2 Why use a Router?

While large bandwidth can easily and inexpensively be provided in a LAN, having
high bandwidth between a LAN and the Internet can be prohibitively expensive.
Because of this, Internet access is usually done through a slower WAN link, such as
a cable or DSL modem. To efficiently use this slower connection, a router acts as a
mechanism for selecting and transmitting data meant for the Internet. By using a
router, organizations can enjoy relatively inexpensive Internet access, while

maintaining a high-speed local area network.

D.2.3 Routing Information Protocol (RIP)

Routing Information Protocol (RIP) is an interior gateway protocol that specifies how
routers exchange routing table information. Routers periodically update each other

with RIP, changing their routing tables when necessary.

BiGuard 2/10 supports the RIP protocol. RIP also supports subnet and multicast

protocols. RIP is not required for most home applications.

D.3 Firewall Basics

D.3.1 What is a Firewall?

Firewalls prevent unauthorized Internet users from accessing private networks
connected to the Internet. All messages entering or leaving the intranet pass

through the firewall, which examines each message and blocks those that do not

meet the specified security criteria. With the functionality of a NAT router, the
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firewall adds features that deal with outside Internet intrusion and attacks. When an
attack or intrusion is detected, the firewall can be configured to log the intrusion

attempt, and can also notify the administrator of the incident. With this information,
the administrator can work with the ISP to take action against the hacker. Against
some types of attacks, the firewall can discard intruder packets, thereby fending off

the hacker from the private network.

D.3.1.1 Stateful Packet Inspection

BiGuard 2/10 uses Stateful Packet Inspection (SPI) to protect your network from
intrusions and attacks. Unlike less sophisticated Internet sharing routers, SPI
ensures secure firewall filtering by intercepting incoming packets at the network
layer, and analyzing them for state-related information that is associated with all
network connections. User-level applications such as Web browsers and FTP can
make complex network traffic patterns, which BiGuard 2/10 analyzes by looking at

groups of connection states.

All state information is stored in a central cache. Traffic passing through the firewall
is analyzed against these states, and then is either allowed to pass through or
rejected.

D.3.1.2 Denial of Service (DoS) Attack

A hacker may be able to prevent your network from operating or communicating by
launching a Denial of Service (DoS) attack. The method used for such an attack can
be as simple as merely flooding your site with more requests than it can handle. A
more sophisticated attack may attempt to exploit some weakness in the operating
system used by your router or gateway. Some operating systems can be disrupted

by simply sending a packet with incorrect length information.

D.3.2 Why Use a Firewall?

With a LAN connected to the Internet through a router, there is a chance for hackers
to access or disrupt your network. A simple NAT router provides a basic level of
protection by shielding your network from the outside Internet. Still, there are ways
for more dedicated hackers to either obtain information about your network or
disrupt your network’s Internet access. Your BiGuard 2/10 provides an extra level of

protection from such attacks with its built-in firewall.
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Appendix E: Virtual Private Networking

E.1 What is a VPN?

A Virtual Private Network (VPN) is a shared network where private data is
segmented from other traffic so that only the intended recipient has access. It
allows organizations to securely transmit data over a public medium like the
Internet. VPNs utilize tunnels, which allow data to be safely delivered to the

intended recipient.

Because private networks lack data security, IPSec-based VPNs employ encryption
technologies that protect a private network from data theft or tampering. These
private networks can be implemented over any type of IP network, which allows for

excellent flexibility.
E.1.1 VPN Applications
VPNs are traditionally used three ways:

- Extranets: Extranets are secure connections between two or more organizations.
IPSec-based VPNs are ideal for extranet connections, as they can be quickly and
inexpensively installed. Extranets are often used to securely share a company’s

information with suppliers, vendors, customers, or other businesses.

- Intranets: Intranets are private networks that connect an organization’s locations
together. These locations range from a headquarter, to branch offices, to a remote
employee’s home. Intranets are often used for email and for sharing applications

and files. A firewall protects Intranets from unauthorized access.
- Remote Access: Remote access enables mobile workers to access email and
business applications. Remote access VPNs greatly reduce expenses by enabling

mobile workers to dial a local Internet connection and then set up a secure

IPSec-based VPN communications to their organization.

E.2 What is IPSec?
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Internet Protocol Security (IPSec) is a set of protocols and algorithms that provide
data authentication, integrity, and confidentiality as data is transferred across IP
networks. IPSec provides data security at the IP packet level, and protects against

possible security risks by protecting data. IPSec is widely used to establish VPNs.

There are three major functions of IPSec:

- Confidentiality: Conceals data through encryption.
- Integrity: Ensures that contents did not change in transit.
- Authentication: Verifies that packets received are actually from the claimed

sender.

E.2.1 IPSec Security Components

IPSec contains three major components:

- Authentication Header (AH): Provides authentication and integrity.

- Encapsulating Security Payload (ESP): Provides confidentiality, authentication,
and integrity.

- Internet Key Exchange (IKE): Provides key management and Security Association
(SA) management.

These components are discussed below.

E.2.1.1 Authentication Header (AH)

The Authentication Header (AH) is a protocol that provides authentication and
integrity, protecting data from tampering. It provides authentication of either all or
part of the contents of a datagram through the addition of a header that is

calculated based on the values in the datagram.

The AH can also protect packets from unauthorized re-transmission with anti-replay
functionality. The presence of the AH header allows us to verify the integrity of the
message, but doesn't encrypt it. Thus, AH provides authentication but not privacy.
ESP protects data confidentiality. Both AH and ESP can be used together for added
protection.
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A typical AH packet looks like this:

Next Payload Reserved

Header Length

SPI

Sequence Number

Authentication Data

E.2.1.2 Encapsulating Security Payload (ESP)

Encapsulating Security Payload (ESP) provides privacy for data through encryption.
An encryption algorithm combines the data with a key to encrypt it. It then

repackages the data using a special format, and transmits it to the destination. The
receiver then decrypts the data using the same algorithm. ESP is usually used with

AH to provide added data security.

ESP divides its fields into three components...

ESP Header: Placed before encrypted data, the ESP Header contains the SPI and
Sequence Number. Its placement depends on whether ESP is used in transport

mode or tunnel mode.

ESP Trailer: Placed after the encrypted data, the ESP Trailer contains padding that is
used to align the encrypted data.

ESP Authentication Data: This contains an Integrity Check Value (ICV) for when

ESP's optional authentication feature is used.

ESP provides authentication, integrity, and confidentiality, which provides data

content protection, and protects against data tampering. A typical ESP packet looks
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like this:

SPI

Sequence Number-

Pad- Pad: MNext:

Authentication Data-

E.2.1.3 Security Associations (SA)

Security Associations are a one-way relationships between sender and receiver that
specify IPSec-related parameters. They provide data protection by using the
defined IPSec protocols, and allow organizations to control according to the security

policy in effect, which resources may communicate securely.

SA is identified by 3 parameters:

- Security Parameters Index (SPI), a locally unique value
- Destination IP Address

- Security Protocol: (AH or ESP, but not both)

There are several other parameters associated with an SA that are stored in a

Security Association database.

E.2.2 IPSec Modes
To exchange data between different types of VPNs, IPSec provides two major

modes:
- Tunnel Mode :

This mode is used for host-to-host security. Protection extends to the payload of IP

data, and the IP addresses of the hosts must be public IP addresses.
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192.168.17.26 » 192.168.100.57
_% Internet %—

193.61.71.246 194.83.103.186

IP. | AH/E IP. | TC | Dat

Transport Mode :

- This mode is used to provide data security between two networks. It provides
protection for the entire IP packet and is sent by adding an outer IP header
corresponding to the two tunnel end-points. Since tunnel mode hides the original IP

header, it provides security of the networks with private IP address space.

?/__jl/s—; Imﬂ
— _ S —=

193.61.71.246 194.83.103.186

IP | AH/E | TC | Dat

E.2.3 Tunnel Mode AH

AH is typically applied to a data packet in the following manner:
Original Packet-

Packet with IPSec Authenticaxﬁer_]__ Header+

- .y
+ >

Authenticated.

E.2.4 Tunnel Mode ESP

Here is an example of a packet with ESP applied:
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Original Packet-

%

Packet with ;ngggz‘l_fnca psulation Security Payload.

«
-E,SP Headervl Org]PHeader‘«l TCE ‘ Data-

< » Authentication |

encrypted:
Authenticated.
E.2.5 Internet Key Exchange (IKE)

]
‘ ESP Trailer | E3P

Before either AH or ESP can be used, it is necessary for the two communication
devices to exchange a secret key that the security protocols themselves will use. To
do this, IPSec uses Internet Key Exchange (IKE) as a primary support protocol. IKE
facilitates and automates the SA setup, and exchanges keys between parties
transferring data. Using keys ensures that only the sender and receiver of a
message can access it. These keys need to be re-created or refreshed frequently so
that the parties can communicate securely with each other. Refreshing keys on a

regular basis ensures data confidentiality.

There are two phases to this process. Phase I deals with the negotiation and
management of IKE and IPSec parameters. This phase can be carried out in either
one of two modes: Main Mode or Aggressive Mode. Main mode utilizes three
message pairs that negotiate IKE parameters, establish a shared secret and derive
session keys, and exchange and provide identities, retroactively authenticating the
information sent. This method is very secure, but when using the pre-shared key
method for authentication, it is possible to use IDs other than the packets’s IP
addresses. Aggressive mode reduces this process to three messages, but parameter
negotiation is limited, identity protection is lacking except when using public key

encryption, and is more vulnerable to Denial of Service attacks.

Phase II, known as Quick Mode, establishes symmetrical IPSec Security
Associations for both AH and ESP. It does this by negotiating IPSec parameters,
exchange nonces to derive session keys from the IKE shared secret, exchange DH
values to generate a new key, and identify which traffic this SA bundle will protect

using selectors (IDi and IDr payloads).

The following is an illustration on how data is handled with IKE:
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Starte

Phase 1
MNegotiate «
ISAKMP SA-

ore

Mutual Authentication~ New IPSec tunnel or Rekeying|

Phase 2+« l
Negotiate SAs

gvrhu
for AH and ESP+

|

Protected Data Transfer
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Appendix F: IPSec Logs and Events

F.1 IPSec Log Event Categories

There are three major categories of IPSec Log Events for your BiGuard 2/10. These

include:

1. IKE Negotiate Packet Messages

2. Rejected IKE Messages

3. IKE Negotiated Status Messages

The table in the following section lists the different events of each category, and

provides a detailed explanation of each.

F.2 IPSec Log Event Table

Log Event

Explanation

Send Main mode initial message of
ISAKMP

Sending the first initial message of main mode (phase ). Done to exchange

encryption algorithm, hash algorithm, and authentication method.

Send Aggressive mode initial
message of ISAKMP

Sending the first message of aggressive mode (phase ).

Received Main mode initial
message of ISAKMP

Received the first message of main mode.

Send Main mode first response
message of ISAKMP

Sending the first response message of main mode. Done to exchange

encryption algorithm, hash algorithm, and authentication method.

Received Main mode first response
message of ISAKMP

Received the first response message of main mode. Done to exchange

encryption algorithm, hash algorithm, and authentication method.

Send Main mode second message
of ISAKMP

Sending the second message of main mode. Done to exchange key values.

Received Main mode second
message of ISAKMP

Received the second message of main mode. Done to exchange key

values.
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Send Main mode second response
message of ISAKMP

Sending the main mode second response message. Done to exchange key

values.

Received Main mode second

response message of ISAKMP

Received the main mode second response message. Done to exchange

key values.

Send Main mode third message of
ISAKMP

Sending the third message of main mode. Done for authentication.

Received Main mode third
message of ISAKMP

Received the third message of main mode. Done for authentication.

Send Main mode third response
message of ISAKMP

Sending the third response message of main mode. Done for

authentication.\

Received Main mode third

response message of ISAKMP

Received the third response message of main mode. Done for

authentication.

Received Aggressive mode initial
ISAKMP Message

Received the first message of aggressive mode.

Send Aggressive mode first

response message of ISAKMP

Sending the first response message of aggressive mode. Done to

exchange proposal and key values.

Received Aggressive mode first

response message of ISAKMP

Received the first response message of aggressive mode. Done to

exchange proposal and key values.

Send Aggressive mode second
message of ISAKMP

Sending the second message of aggressive mode. Done to exchange

proposal and key values.

Received Aggressive mode second
ISAKP Message

Received the second message of aggressive mode. Done to exchange

proposal and key values.

Send Quick mode initial message

Sending the first message of quick mode (Phase Il). Done to exchange

proposal and key values (IPSec).

Received Quick mode initial

message

Received the first message of quick mode (Phase Il). Done to exchange

proposal and key values (IPSec).

Send Quick mode first response

message

Sending the first response message of quick mode (Phase I1). Done to

exchange proposal and key values (IPSec).
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Received Quick mode first Received the first response message of quick mode (Phase Il). Done to

response message exchange proposal and key values (IPSec).

Send Quick mode second message | Sending the second message of quick mode (Phase II).

Received Quick mode second Received the second message of quick mode (Phase II).

message

ISAKMP IKE Packet Indicates IKE packet.
ISAKMP Information Indicates Information packet.
ISAKMP Quick Mode Indicates quick mode packet.

NO PROPOSAL CHOSEN: No acceptable Oakley Transform

NO PROPOSAL CHOSEN: No acceptable Proposal in IPsec SA

NO PROPOSAL CHOSEN: PFS is required in Quick Initial SA.

NO PROPOSAL CHOSEN: PFS is not required in Quick Initial SA.

NO PROPOSAL CHOSEN: Initial Aggressive Mode message from %s but no connection has been configured

NO PROPOSAL CHOSEN: Initial Main Mode message received on %s:%u but no connection has been authorized

INVALID ID: Require peer to have ID %s, but peer declares %s

INVALID ID INFORMATION: Initial Aggressive Mode packet claiming to be from %s on %s but no connection has

been authorized

INVALID ID: Require peer to have ID %s, but peer declares %s

INVALID ID INFORMATION: Initial Aggressive Mode packet claiming to be from %s on %s but no connection has

been authorized

Received Delete SA payload and deleting IPSEC State (integer)

Received Delete SA payload: Deleting ISAKMP State (integer)
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(Main/Aggressive) mode peer ID is (identifier string)

ISAKMP SA Established

IPsec SA Established
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Appendix G: Bandwidth Management with QoS

G.1 Overview

In a home or office environment, users constantly have to transmit data to and from
the Internet. When too many are accessing the Internet at the same time, service
can slow to a crawl, causing service interruptions and general frustration. Quality of
Service (QoS) is one of the ways BiGuard 2/10 can optimize the use of bandwidth,

ensuring a smooth and responsive Internet connection for all users.
G.2 What is Quality of Service?

QoS is a feature that prioritizes and guarantees bandwidth to achieve optimal
service performance. QoS can maximize the use of available network bandwidth by
prioritizing time-sensitive traffic to avoid latencies and delays. By ensuring that
time-sensitive applications such as VoIP and streaming video get priority access to
bandwidth, users in both home and office environments can enjoy smooth and

responsive data transmission no matter which applications they are running.

If you've ever experienced slow Internet speeds due to other network users using
bandwidth-consuming applications like P2P, you’ll understand why QoS is such a
breakthrough for home users and office users. Billion makes itself unique by

integrating QoS in its routers for both inbound and outbound traffic.

QoS helps users manage bandwidth and effectively prioritize data traffic. It gives
you full control over the traffic of any type of data. Employed on DiffServ
(Differentiated Services) architecture, data traffic is given priority by the router;
ensuring latency-sensitive applications like voice and mission-critical data such as
VPN move through the router at lightning speeds, even under heavy load. You can
throttle the speed of different types of data passing through the router, limit the
speed of unimportant or bandwidth-consuming applications, and even distribute the
bandwidth for different groups of users at home or in the office. QoS keeps your

Internet connection smooth and responsive.

G.3 How Does QoS Work?

QoS employs three different methods for optimizing bandwidth:
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-Prioritization: Assigns different priority levels for different applications, prioritizing
traffic. High, Normal and Low priority settings.

-Outbound and Inbound IP Throttling: Controls network traffic and allows you to
limit the speed of each application.

-DiffServ Technology: Manages priority queues and DSCP tagging through the

Internet backbone. Manages traffic among Ethernet, wireless, and ADSL interfaces.

G.4 Who Needs QoS?

QoS is ideal for home and office users who need to use a variety of real-time
applications like VoIP, on-line games, P2P, video streaming, and FTP simultaneously.
With QoS, you can optimize your bandwidth to accommodate several of these

applications without experiencing latency or service interruptions.

G.4.1 Home Users

Low latency is everything for gamers. Most home users feel frustrated when trying
to play an online game over a shared ADSL connection. Unfortunately, most routers
have no way of determining the importance of the packet at any given time. All the
traffic is treated equally, so a packet containing an "urgent" command may be
delayed. QoS gives you the ability to control the bandwidth. Using IP Throttling,
bandwidth limits can be enforced on a particular application or any system within
the LAN. Prioritization specifies which packets have priority and should not be
delayed, and which packets have lower priority and should be moved to the end of

the upload queue.

Suppose there are four students sharing a three-floor house with one single
broadband connection. Tom, a college freshman, is playing the online game with his
group members, while Mary, a sophomore student, is talking to her net pal via
Skype. Meanwhile, Jacky is downloading a movie file by using the P2P application
program. Sophia, however, is just trying to log on to the website to send her photos
to her family. As a result, the net speed slows to a crawl and affects everyone
sharing the Internet connection. QoS is designed for managing traffic flow and
bandwidth to solve this problem. You can first classify different applications (online
games, FTP, Skype, email) as shown in the table below. Then, you can manage and
prioritize the flow of bandwidth at different levels (e.g. 30% for games, 20% for
downloads, 10% for email, 20% for FTP, and 35% for others). QoS can be used to

identify different applications and assign priority to enable a smooth and responsive
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broadband connection.

On-line games 30% High

Skype 5% High

Email 10% High

FTP 20% Upload (High), Download (Normal)
Other 35%

G.4.2 Office Users

QoS is also ideal for small businesses using an office server as a web server. With
QoS control, web pages served to your customers can be given top priority and

delivered first so that it will not be impeded by email and office web browsing.

Here is a good example of how QoS can work in an office environment. A CEO is
holding a videoconference with international clients in the meeting room. However,
the streaming video and voice frequently lag. Sales people are talking to
international agencies via VoIP phone, while sending orders via email to vendors for
production. However, some staff are downloading MP3 music files, large-size photos
and watching video streaming online. Consequently, the Internet connection slows
down. This is why business users need QoS to manage data traffic. With QoS, the
network administrator can define and classify important packets; specify a
minimum guaranteed rate for each application, and ensure that important packets
have priority to ensure a good quality of broadband connection for the entire

organization.

\Videoconferencing 30% High
\VolP 20% High
Email 10% High
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Appendix H: Router Setup Examples
H.1 VPN Configuration

This section outlines some concrete examples on how you can configure BiGuard
2/10 for your VPN.

H.1.1 LAN to LAN

Branch Office Head Office

Public IP Public IP
192.168.0.254 69.121.1.30 69.121.1.3 192.168.1.25%4

Router Router

E tion Dat
IPSec neryption Data PSec

VPN Connection

192.168.0.0.24 192.168.1.0/24
IPSec VPN-LAN to LAN

Branch Office Head Office
Local
ID IP Address IP Address
Data 69.121.1.30 69.121.1.3
Network Any Local Address IAny Local Address
IP Address 192.168.0.0 192.168.1.0
Netmask 255.255.255.0 255.255.255.0
Remote
Secure Gateway Address(or
Hostrame) 69.121.1.3 69.121.1.30
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ID IP Address IP Address
Data 69.121.1.3 69.121.1.30
Network Subnet Subnet
IP Address 192.168.1.0 192.168.0.0
Netmask 255.255.255.0 255.255.255.0
Proposal
IKE Pre-shared Key 12345678 12345678
Security Algorithm [Main Mode; [Main
ESP: ESP
IMD5 [MD5
3DES 3DES
PFS PFS
H.1.2 Host to LAN
Head Office
Public IP Pulblic IP
60.121.1.30 69.121.1.3 192.168.1.254

Windows XP

Router
PSec Encryption Data S
VPN Connection
192, 168.1.0024
IPSec VPN-Host to LAN

156



Single client Head Office
Local
ID IP Address IP Address
Data 69.121.1.30 69.121.1.3
Network Any Local Address IAny Local Address
IP Address 0.0.0.0 192.168.1.0
Netmask 0.0.0.0 255.255.255.0
Remote

Secure Gateway Address(or

69.121.1.3 69.121.1.30
Hostname)
ID IP Address IP Address
Data 69.121.1.3 69.121.1.30
Network Subnet Single Address
IP Address 192.168.1.0 69.121.1.30
Netmask 255.255.255.0 255.255.255.255

Proposal

IKE Pre-shared Key 12345678 12345678
Security Algorithm [Main Mode; [Main

ESP: ESP

IMD5 IMD5

3DES 3DES

PFS PFS
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H.2 VPN Concentrator

Local ID Type: Subnet
Local subnet: 192.168.3.0
Local mask: 255.255.255.0
Remote ID Type: Subnet
Remote subnet: 0.0.0.0
Remote mask: 0.0.0.0

Local ID Type: Subnet

Local subnet: 0.0.0.0

Local mask: 0.0.0.0

Remote ID Type: Subnet
Remote subnet: 192.168.3.0

Remote mask: 255.255.255.0 200.200.200.1 192.168.3.x
I
192.168.2.x ) v, ': BiGuard 2
100.100.700 1 : Branch A
I H
0 ) iy BiGuard 2
BiGuard 2 P Branch B
Headquarter teunsd ——
Local ID Type: Subnet _ 192.168.4.x

Local subnet: 0.0.0.0

Local mask: 0.0.0.0

Remote ID Type: Subnet
Remote subnet: 192.168.4.0
Remote mask: 255.255.255.0

201.201.201.1
Local ID Type: Subnet
Local subnet: 192.168.4.0
Local mask: 255.255.255.0
Remote ID Type: Subnet
Remote subnet: 0.0.0.0
Remote mask: 0.0.0.0

Step 1: Go to Configuration > IPSec and configure the link from BiGuard 2/10
Headquarter to BiGuard 2/10 Branch A.

Connection Name

testi

Tunnel @ Enabled  Disabled
Local
D [P addess =] Data 100.100.100.1
IP Address [0 fo o o
Network ET I R & b
Metmask [0 o o o
Remote
Secure Gateway lm Data W
D [Remote wan 1P =] Data foozoozoon |
IP Address [l fies 3 o
Network ETE I B P P P
Metmask | [255 fpm P
Propozal

Secure Association

© hain Made ¢ Aggressive Made © Manual Key

Method & ESP C AH
Encryption Protocol 3DES  x

Authentication Protocol
Perfect Forward Secure

PraShared Key

MDs

& Enabled " Disabled

12345670)]

IKE Life Time 28500 Seconds
ey Life Tirme 3600 Seconds

Metbins Broadcast

Annle |

" Enabled © Disabled
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Step 2: Go to Configuration > IPSec and configure the link from BiGuard 2/10
Headquarter to BiGuard 2/10 Branch B.

PPTP

Connection Mame
Tunnel
Local

0]

Network

Remate
Secure Gateway
D

Metwork

Proposal

Secure Association
Iethod

Encryption Pratacal
Authentication Protocal
Perfect Farward Secure
PreShared Key

IKE Life Time

Key Life Time

Metbios Broadcast

anvly |

test2 =

* Enabled © Disabled

IP Address = Data 100.100.100.1

IP Address [0 b Nl Nl
End IP

Subnet - e | o N N
Netmask [0 b Nl Nl

IP Address/ Hostname [ Data 201.201.201 1

Remote WAN IP Data 201 201.201.1
P Address 192 [tea 4 b
End IP

Subnet - e | B o g g

Netmask  [265 66 s o

& Wain Mode © Aggressive Made ¢ Manual Key
* ESP O AH

& Enabled ¢ Disabled

o]
IQEBDD—Secnnds

3600 Seconds

" Enabled * Disabled

SAVE CONFIG RESTART [KelclelVhy

Step 3: Go to Configuration > IPSec and configure the connection from BiGuard
2/10 Branch A to BiGuard 2/10 Headquarter.

Connection Narme
Tunnel
Local

D

Metwork

Remota
Secure Gateway
D

Metwirk

Proposal

Secure Association
hethod

Encryption Protocol
Authentication Protocol
Perfact Forward Securs
PreShared Key

IKE Life Time

Key Life Tims

MNetbios Broadcast

Annl |

test] =

 Enabled © Disabled

IP Address - Data 200.200.200.1

IPAddress  [122 [iea b

End IF
Subnel - ines | B [p o o

Netmask  [255  [255  pws p

IP Address/ Hosthame ¥ Data 100.100.100.1
Remate WAN IP Data 100.100.100.1

IP Address [0 o T T
End IP

Subnet - i | B o N N
Netmask [0 o T T

 Main Mode © Aggressive Maode © Manual Key
I ESP 0 AH

& Enabled " Disabled

T —
|ZEBUU—Secunds
l?aEEIU—Secunds

" Enabled ' Disabled

=

SAVE CONFIG RESTART LOGOUT
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Step 4: Go to Configuration > IPSec and configure the connection from the
BiGuard 2/10 Branch B to BiGuard 2/10 Headquarter.

Connection MName
Tunnel
Local

o]

Metwork

Rermots
Secure Gateway
D

Metwork

Proposal

Secure Association
hethod

Encryption Protocol
Authentication Protocol
Perfact Forward Securs
PreShared Key

IKE Life Time

Key Life Time

Methios Broadcast

anvly |

test]

* Enabled © Disabled

IP Address =
Subnet =

IP Address/ Hostnare @
Rernote WAN IP

Subnet i

Data

IP Address

End IP
Address

Metrrask

Data
Data

IP Address

End IP
Address

Metrrask

201.201.201.1

fioz Jies s T
b b e b
55 pss s
flootooioor

[looiocioor |

o -
b b e b
b b o P

& Wain Mode © Aggressive Made © Manual ey

# ESP C AH
 Enabled  Disabled

12346676

28600 Seconds
3600 Seconds

" Enabled * Disabled

Step 5: Click Save Config to save all changes to flash memory.

H.3 Intrusion Detection

Server Safe!!

BiGuard Safe!!

Intrusion Detection on

Detected!

DoS$ Attack

Dropped
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Step 1: Go to Configuration > Firewall > Intrusion Detection and Enable the
settings.

Intrusion Detection

Enable for preventing hacker attack from Internet.

Intrusion Detection ¥ Enable " Disable
Intrusion Lag * Enable © Disable
Apply

SAVE CONFIG RESTART LOGOUT

Step 2: Click Apply and then Save Config to save all changes to flash memory.

H.4 PPTP Remote Access by Windows XP

Business Trip
Windows XP

PPTP Client

Public IP

' E Headquarter

-

100.100.100.1

‘ BiGuard &PPTP Server

Local subnet: 192.168.30.0
Local mask: 255.255.255.0
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Stepl: Go to Configuration > VPN > PPTP and Enable the PPTP function, Click
Apply.

PPTP

General Setting
PPTF function ¥ Enable " Disable

Auth. Type Pap or Chap

Data Encryption E
Encryption Key Length Auto E
Peer Encryption Mode Only Stateless -

IP Addresses Assigned to Peer Start from: 192.168.1_|200
Idle Tirneout 0 Mir.

(AEnabfe data encryption will use MS-CHAPV2 to authenticate the peer.)

Apply

Account Setting

Name Enable Type Peer Netwark

Create ©

SAVE CONFIG RESTART LOGOUT

al L

Step2: Click Create to create a PPTP Account.

PPTP
Add PPTP Account
Connection Name IW
Tunnel & Enable © Disable
Usemame ltest—
Password eee
Retype Password eee

Connection Type & Remote Access © LAN to LAN
Peer Metwork [P I I I |

Methios Broadcast C Enable @ Disable

Apply

Peer Metmask

SAVE GONFIG RESTART LOGOUT
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Step3: Click Apply, you can see the account is successfully created.

PPTP

General Setting
PPTF function ¥ Enable " Disable

Auth. Type Pap or Chap
Data Encryption Enable =

Encryption Key Length Auto =

Peer Encryption Mode Only Stateless B

IP Addresses Assigned to Peer Start from: 192168 10 [200
Idle Tirneout 0 Mir.

(AEnabfe data encryption will use MS-CHAPV2 to authenticate the peer.)
Apply

Account Setting

Name Enable Type Peer Netwark

WinXP v Femaote Access Edit © Delete ©

Create ©

SAVE CONFIG RESTART LOGOUT

Step4: Click Save Config to save all changes to flash memory.

Step5: In Windows XP, go Start > Settings > Network Connections.

Disk Cleanup
Disk Defragmenter

Windows Update

Programs
Documents
Settings

Search
Printers and Faxes

Help and Support 1 Taskbar and Start Menu

Run...

Log Off Administrator...

Turn OFf Computer...
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Step6: In Network Tasks, Click Create a new connection, and press Next.

@D P Osesrch [ roders [T

Network Tasks New Connection Wizard

[ create a new connection

£ Setup 2 home or small
office network

@ Change Windows Firewall
settings This wizard helps you:

Welcome to the New Connection
@ Wizard

* Connect to the Intemet.

See Also * Connect to a private network, such as your workplace
network

) Network Troubleshaoter

* Set up a home or small office netwark

Other Places

(3 control Panel

&3 My Network Places

(£ My Documents

i My Computer To cortinue, click Next

Details

Network C
System Folder

74 start *s Network Connections 53]

@D P Osesrch [ roders [T

Address | @) Network Connections

Hetwork Tasks New Connection Wizard

Create a new connection

€ Setup ahome or small What do you want to do?
= office netwark

@ Change Windows Firewal
settings

() Connect to the Intemet
Connect tothe Intemet 0 you can browss the Web and read email

See Also (®Connect to the network at my workplace!

Connect to  business network (using disl-up or VPN sa you can work from home,

W) Network Troubleshooter a fied office. or ancther location.

() Set up a home or small office network
Other Places Connect to an existing home or small office network or set up a new one.

[ control Panel () Set up an advanced connection

&3 My Network Places Cannect directly to anather computer using your serial, parallel, or infrared port, or
set up this computer so that cther computers can connect to .
(&) My Documents

i My Computer

Details < Back Next > Cancel

Network C
System Folder

74 start *s Network Connections
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Step8: Select Virtual Private Network connection

and press Next.

Address | @) Network Connections

Network Tasks

[ create a new connection

#2 Setup a home or small
office network

@ Change Windows Firewal
settings
See Also

\i) Network Troubleshooter

Other Places

(3 control Panel
lg My Network Places
(£ My Documents
W My Computer

Details

Network C

New Connection Wizard

How do you want to connect to the network at your workplacs?

Create the following connection

) Dial-up connection

Connect using a modem and a regular phone line or an Integrated Services Digital

Network (ISDN) phone line

(@ Mirtual Private Network connecti

Connect to the network using a vittual private netwark (VPN) connection over the

Intemet.

System Folder

twork Connections

a

Network Tasks

Create a new connection

3 Setup a home or small
office network

@ Change Viindows Firenal
settings

See Also

\i) Network Troubleshooter

Other Places

3+ control Panel

&3 My Network Places
(&) My Documents

W My Computer

Details

Specify a name for this connection to your workplace.

Type a name for this connection in the following box.

Company Name

BiGuard30

For sxample, you could typs the name of your warkplace or the nams of a server you

will connect to

Network C
System Folder

twork Connections

a
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Step10: Input PPTP Server Address and press Next.

74 start

(T O semch ([ Foiders [0~

& Network Connections

Network Tasks

[ create a new connection

£ Setup 2 home or small
office network

@ Change Windons Firenall
settings

See Also

\i) Network Troubleshooter

Other Places

(3 control Panel
t'g My Network Places
(£ My Documents
i My Computer

Details

Network C

LAN or High-Speed Internet

New Connection Wizard

VPN Server Selection
What is the name or address of the VPN server?

Type the host name or Intemet Protocol {IP) address of the computer to which you are
connecting

Host name or IP address for example, microsoft com or 157.54.0.1 )

100.100.100.1

System Folder

(T O semch ([ Foiders [0~

& Network Connections

Network Tasks

Create a new connection

€ Setup ahome or small
= office netwark

@ Change Windows Firewal
settings

See Also

\i) Network Troubleshooter

Other Places

3+ control Panel

&3 My Network Places
(&) My Documents

i My Computer

Details

Completing the New Connection
Wizard

You have successfully completed the steps needed to
creats the following connsction

30
* Share with all users of this computer

The connection will be saved in the Network
Connections folder.

[#]Add = sherteut to this cannection to my deskiop

To create the connection and close this wizard, click Finish

< Back Finish Cancel

Network C
System Folder

s, Network Connections
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Step12: Double click the connection, and input Username and Password that
defined in BiGuard PPTP Account Settings.

Address | & Network Connections

LAN or High-Speed Internet
Hetwork Tasks
Local Area Connection
Bz Connected
connection T3, Realtek RTL8133 Family P
2 Setup a home or small
office network
@ Change Windows [LVITTaal Brivarte Hetwark
Firewall settings
& Start this connection BiGuard30
Disconnected
®[} Rename this connection =\ WAN Miniport (PPTP)
78) Delete this connection e [soee

Change settings of this
connection []iSave this user name and password for the following users

@ Me cply
Other Places () Anyone who uses this computer

Username:  [test

[ Control Panel
& My Network Places
(£} My Documents
i My Computer

[_comnect | [ Cancel | [ Propeties | [ Heb

Details

BiGuard30
Virtual Private Network
Disconnected

Guard30

General || Options | Securty | Advanced |
Security options
@ ypical fecommended settings)
Validate my identity as follows:

|Require secured password ~

[] Automatically uss my Windows logon name and
password fand domain i any)

Require data encryption {discannect f none)

(O Advanced {custom settings)

Using these settings 1equires  knowlsdge
of secuily protocals.

IPSec Settings

Guard30 X 1:50 PM
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H.5 PPTP Remote Access by BiGuard

Branch Office

b _—

@ BiGuard &PPTP Server

" Local subnet: 192.168.30.0
Local mask: 255.255.255.0
BiGuard &PPTP Client

Stepl: Go to Configuration > VPN > PPTP and Enable the PPTP function, Disable
the Encryption, then Click Apply.

PPTP
General Setting
PPTF function ¥ Enable " Disable
Auth. Type W
Data Encryption
Encryption Key Length Auto =

Peer Encryption Mode Only Stateless B

IP Addresses Assigned to Peer Start from: 192.168.1_|200
Idle Tirneout 0 Mir.

(AEnabfe data encryption will use MS-CHAPV2 to authenticate the peer.)

Apply

Account Setting
Name Enable Type Peer Netwark

Create ©

SAVE CONFIG RESTART LOGOUT

>

al

Step2: Click Create to create a PPTP Account.
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PPTP
Add PPTP Account

Connection Nams BiGuard1D

Tunnel @ Enable  Disable
anfig to Flash

- Username test

Password LTy
Retype Password cece

Connection Type € Remote Access & LAN to LAN
Peer Network [P E Y T
Peer Netmask fms s s o
Methios Broadcast £ Enable & Disable

Apply

SAVE CONFIG LOGOUT

Step3: Click Apply, you can see the account is successfully created.

PPTP

General Setting
PPTP function * Enable  Disable

Auth. Type Pap or Chap ¥
Data Encryption Disable *

Encryption Key Length Auto ¥

Peer Encryption Mode Only Stateless T

IP Addresses Assigned to Peer Start from: 192.168.10 |200

Idle Timeout 0 Min.

(.&Enabfe data encrgption will nse M5-CHAPYZ to authenticate the peer)

Apply

Account Setting

Narme Enable Type Peer Network
BiGuard10 v LAN to LAN 192.168.30.100/24 Edit & Delete ©
Create ©

SAVE CONFIG RESTART [KelclelVhy

Step4: Click Save Config to save all changes to flash memory.
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Step5: In another BiGuard as Client, Go to Configuration > WAN.

WAN

PPTP
Connection Method
Usemame
Password
Retype Pagssword
PPTP Client IP
PPTF Client IP Netmask
FPTP Client IP Gateway
PPTP Server [P
Connection
Idle Time

IP azsignd by your ISP
MAC Address

DNS

RIP
TWITL

Apply | Reset

[PPTP Settings |

het

| N N
fess e =5 o
o0 feon [e00 [254
| S N
[Atways Connect =]
[10minoes =]

& Dynamic (IP automatically assigned by your ISP)

© Fixed (Your ISP requires you to input IP address)
| I T
™ Your ISP requires you to input YWAN Ethernet MAC

MAC Address |10 SJoo ] ] - oo oo

IV our ISP requires you to manually setup DNS settings

Primary DNS I'IEE |95 |192 |1

Secondary DNS [188 | [35 [1 I
Disable x| & RIP2B ¢ RIP-2M
1432

SAVE CONFIG RESTART LOGOUT

Step6: Click Apply, and Save CONFIG.
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